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Preserving Attorney-Client 
and Work Product Protection 
for Internal Investigations
By Mark Davis and Jared Marx
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It’s a company’s nightmare: an internal in-
vestigation turns up a problem, and in later 
litigation, the judge orders the company to 
turn over the internal investigation report 
and all underlying memoranda. If skeptical 
this could happen, read the recent decision in 
Banneker v. Graham, 13-cv-391 (D. D.C. May 
16, 2017), in which Federal District Judge 
Rosemary Collyer ordered the Washington 
Metropolitan Transit Authority to turn over 
51 interview memoranda prepared by its 
outside lawyers conducting an internal in-
vestigation. Judge Collyer’s decision—which 
is consistent with the legal trend on these 
issues—shows that courts interpret the doc-
trines more narrowly than lawyers often pre-
sume. There are useful lessons here, then, for 
companies that want to protect their internal 
investigations. We discuss below best prac-
tices for preserving protection based on (1) 
how the company begins an internal investi-
gation, and (2) what the company does with 
the investigation after it’s over.

Privilege Basics
Companies look to the two core privilege 

doctrines to protect internal investigations: 
the attorney-client privilege and the work 
product doctrine. Any brief summary of 
these knotty doctrines does them little ser-
vice, and worse, their application varies from 
state to state. For present purposes, though, 
two key points are worth noting.  

First, attorney-client privilege requires a 
communication between a lawyer and client 
for legal advice, while work product does 
not. So while the attorney-client privilege 
covers all manner of legal advice, it doesn’t 
apply when there is no communication with 
a client. The work product doctrine, on the 
other hand, does not require this, and so can 
protect documents that are not specifi cally 
related to communications with a client.  

Second, by contrast, the work product doc-
trine generally only applies to documents 
created “in anticipation of litigation,” while 
attorney-client privilege applies regardless 
of any nexus to litigation. So attorney-client 
privilege will protect all kinds of communi-
cations related to legal advice, while the work 
product doctrine protects only work product 
that is related to—and created in anticipation 
of—litigation.  

This means that each doctrine is both larger 
and smaller than the other. Work product ex-
tends to more kinds of documents, but does 

so only in the context of impending or ongo-
ing litigation; attorney-client privilege goes 
beyond litigation, but does so only when a 
document relates to a communication with 
a lawyer related to legal advice. Key to at-
torney client privilege is thus the element of 
communication, while key to work product 
is the anticipation of litigation.

Preserving Privilege From the 
Start

Maximum protection of an internal investi-
gation starts at its beginning, and focuses on 
preserving protection under both privilege 
doctrines. It goes without saying that a com-
pany that conducts an internal investigation 
with no lawyers involved will not enjoy at-
torney-client privilege. But involving law-
yers is itself not enough to maximize protec-
tion. It matters what exactly the lawyers are 
asked to do.

First, from an attorney-client privilege 
standpoint, a company is best to retain a 
lawyer to give it advice about how the law 
would apply to its conduct. If a company di-
rects a lawyer to investigate only, for exam-
ple, compliance with internal procedures, it 
is not obvious that this is asking for legal ad-
vice or that it is being done because of litiga-
tion. So there is more risk that the protection 
would not apply.  

More importantly, for work product pur-
poses, the commencement of engagement 
is the ideal time to make clear that work is 
to be performed “in anticipation of litiga-
tion,”—a concept that courts treat seriously. 
Generally, work product is protected only if 
it is both temporally proximate to litigation 
and motivated by the prospect or existence of 
litigation. So it is not enough that litigation be 
possible—or even imminent—when a com-
pany orders an investigation; the company 
must order the investigation for the purpose 
of preparing for that potential litigation. The 
start of the investigation is the obvious place 
to make it clear that litigation has in fact mo-
tivated the company to investigate.  

It is, therefore, a good start to document in 
a retention letter that litigation risk has mo-
tivated an investigation. But this may still 
be insuffi  cient. Courts generally look deep-
er and, if they fi nd that lawyers would have 
prepared a document in essentially the same 
form regardless of the prospect of litigation, 
work product protection is generally not 
available. This means that courts inquire not 
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only as to whether litigation genuine-
ly motivated the investigation, but 
also whether that motivation actually 
aff ected the content of the documents 
created in the investigation.

As a result, whether the fruits of 
the investigation qualify as work 
product may hinge on what the law-
yer who conducted the investigation 
was asked to do. If the lawyer was 
retained specifi cally to analyze the 
company’s litigation risk, it may be 
easier to invoke work product than it 
would be if the lawyer was asked to 
do something else—for example, to 
determine what happened or wheth-
er an employee violated any internal 
rules. Moreover, expanding the scope 
of an investigation to include ques-
tions unrelated to litigation—such as, 
whether the company should modify 
its internal procedures—may muddy 
the waters and decrease the compa-
ny’s ability to claim work product 
over the investigative memorandum.

For publicly-traded or high-pro-

fi le companies, this issue often arises 
when the company experiences pub-
lic relations challenges and responds 
with an investigation. In that context, 
even when the public relations con-
cerns touch on potential legal liabili-
ties, there is often a genuine question 
about whether the ensuing investiga-
tion was shaped by litigation concern 
or by other factors. In one scenario, a 
company may investigate an execu-
tive to show its concern over allega-
tions that she acted embarrassingly, 
or to consider whether an employee 
violated company policy. Unless the 
company does something diff erent 
in its investigation because it is con-
cerned about litigation risk, those in-
vestigations generally would not be 
protected work product. In the recent 
Banneker decision, that is exactly what 
Judge Collyer focused on, holding 
that work product protection did not 
apply because “absent any anticipat-
ed litigation, WMATA would have 
conducted the same investigation to 

evaluate its business practices and re-
vise the Standards of Conduct for the 
Board of Directors.”

Why is the work product doctrine 
particularly important here? One 
reason is that it is harder to waive 
than the attorney-client privilege (as 
discussed below), so protecting it in 
the fi rst place can pay dividends lat-
er. Another reason is that a subset 
of documents in an internal investi-
gation often rely solely on the work 
product doctrine for privilege. Spe-
cifi cally, witness interview memos for 
non-employee witnesses often enjoy 
only work product protection, and 
not attorney-client communication 
protection. Companies can claim both 
protections for most other documents 
(i.e., any written report and inter-
view memoranda for employee in-
terviews), but non-employee witness 
memoranda do not memorialize a 
client communication the way an em-
ployee witness memorandum does, 
and usually are not part of the doc-
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uments sent to a client as part of the 
legal advice a lawyer gives a client. So 
they often rely entirely on work prod-
uct privilege for their protection—and 
if a company is not careful that they 
are genuinely prepared in anticipation 
of litigation, they will be discoverable.

Guarding Against Waiver
Finally, what a company does with 

any written internal investigation re-
port will also drive whether the report 
and underlying memoranda remain 
protected from discovery. This is one 
reason why companies sometimes opt 
for purely oral reports on internal in-
vestigations; without a written sum-
mary of the investigation, there is far 
lesser risk that dissemination of a re-
port will result in waiver.

Often, however, a written report is 
necessary, and in those cases, dissem-
ination of the report will drive wheth-
er it and underlying memoranda stay 
protected. From the attorney-client 
privilege standpoint, it is elementary 
that sharing a privileged document 
with outsiders—the government, 
auditors, the public—will waive the 
privilege. But sharing an internal in-
vestigation report may also waive at-

torney-client privilege over underly-
ing witness memoranda, even when 
the memoranda themselves were not 
disclosed. Thus, even where a writ-
ten report is prepared, any necessary 
outside disclosure of the results of an 
investigation is best made orally when 
possible.

The work product doctrine may, 
therefore, prove the more durable pro-
tection in these situations. As a gener-
al matter, voluntary disclosure does 
not always waive work product pro-
tection. Rather, as long as disclosure 
does not increase the likelihood that 
an adversary will possess the infor-
mation, the protection will stay intact. 
Thus, disclosure of an investigation 
report to an independent auditor may 
waive attorney-client privilege, but 
not necessarily work product protec-
tion. Of course, public disclosure or, 
usually, disclosure to the government, 
will generally still waive work prod-
uct protection, including protection 
of underlying memoranda—though 
some courts have gone so far as to 
hold that voluntary disclosure to the 
government will not always waive 
work product privilege. So when dis-
closure is necessary to an auditor, for 

example, or possibly even the govern-
ment, the ultimate protection of the re-
port and underlying memoranda will 
generally turn exclusively on the work 
product doctrine. This underscores the 
importance of ensuring from the start 
that the investigation is genuinely pre-
pared in anticipation of litigation.

Conclusion
Courts are not so protective of in-

ternal investigations as some might 
expect, so companies are wise to pay 
close attention to the conduct and 
disposition of any investigation. By 
ensuring that an investigation is gen-
uinely conducted in anticipation of 
litigation, and that disclosure is as 
modest as possible, companies can 
maximize the likelihood of protection.

Mr. Davis and Mr. Marx are partners at 
Harris, Wiltshire & Grannis, where they 
represent companies and individuals in 
civil and criminal proceedings. Harris, Wilt-
shire & Grannis represents Banneker Ven-
tures in Banneker v. Graham, pending in 
the Federal District Court for the District 
of Columbia. Disclosure: This is not legal 
advice, and is not intended to establish an 
attorney-client relationship. The authors 
may be reached at mdavis@hwglaw.com 
and jmarx@hwglaw.com, respectively.
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MENTAL  
HEALTH  
RECORDS:  

By Richard Bloch

Hamlet may have been questionHamlet may have been 
questioning life, but mental health providers are always 
asking whether they can or should release patient informa-
tion for attorneys to see. Mental health patients expect total 
privacy of their records. They are usually exposing person-
al information and experiences during therapy that they 
would not normally tell anyone, and the therapist is keep-
ing notes on these personal disclosures. When a patient’s 
records are requested by an attorney, more often than not, 
there is a dispute about whether they can or should be re-

leased. A patient’s signed authorization permits disclosure 
of most of the records. It is the best method for obtaining 
confidential records.

The answers to many questions relating to the release 
of the patient’s records or information are found in the 
Maryland Confidentiality of Medical Records Act, Health 
General (HG) § 4-301, et seq. (Act). The Act provides the 
prerequisites for and limitations on the release of medical 
records. The provider may also feel bound by applicable 
ethical guidelines and regulations, such as the Code of Eth-

“To See or Not to See?  
That Is the Question!”
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ics and Professional Conduct for psychologists (COMAR 
10.36.05). This is supplemented by the various Codes of 
Ethics of the various professional associations to which 
many mental health providers belong (e.g., the American 
Psychological Association and the National Association of 
Social Workers).

The privacy provisions of the Health Information Porta-
bility and Accountability Act (HIPAA) may be applicable to 
a covered provider’s confidentiality obligations. However, 
this article focuses on the Maryland laws. HIPAA provides 
that where it conflicts with State law, the provision most fa-
vorable to the patient prevails. Therefore, if HIPAA applies 
to the provider, portions of Maryland’s laws may or may not 
apply to the release of a patient’s records. See 88 Opinions 
of the Attorney General 205 (Opinion No. 03-022; 2003 Md. 
AG LEXIS 17) for a discussion of the process for determining 
whether State or Federal law prevails. The Maryland Health 
Care Commission prepared a comparison chart in 2003, 
available at https://health.maryland.gov/oig/HIPAA/Docu-
ments/MCMRAcomp.pdf.  It is important to recognize that 

not every provider is a “covered entity” to which HIPAA ap-
plies.

It is important for attorneys to understand that the fact 
that an individual is a patient is confidential (HG §4-
301(c)). A telephone call to a doctor’s office inquiring about 
a patient should not be answered, except to say: “I can’t tell 
you whether I know that person!” Attorneys will often sim-
ply send a letter to the mental health provider by fax or by 
regular mail, with a notice of deposition or subpoena, ask-
ing that the records be sent or asking the mental health pro-
vider to contact the attorney to discuss expected testimony. 
Obviously, that is not good service, and the records should 
not be released. The provisions of HG §4-306 require thirty 
(30) days’ notice to the patient of a subpoena for medical 
records in most litigation. This requirement contrasts with 
Rule 2-510(d), which requires at least five (5) days’ service 
of a trial subpoena, and must be read in conjunction with 
Rule 2-412(c), which requires at least thirty (30) days’ notice 
for production of records for a deposition. The records can-
not be released without the certification that no objection or 
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motion has been filed.
HG §4-306 requires in most cases, before subpoenaed re-

cords may be released, that thirty (30) days’ notice be pro-
vided to the patient and that the attorney certify that no 
objection or motion has been filed. HG §4-307 specifically 
governs the confidentiality and release of mental health re-
cords. A patient can authorize the release of his or her men-
tal health records in most instances and with certain lim-
itations, such as psychological tests and raw test data (HG 
§4-307(e)) and employment evaluations (HG §4-307(f)).

The various privilege laws applicable to mental health 
providers further clarify when patient information can be 
admitted into judicial, legislative, or administrative pro-
ceedings (C&JP §§ 9-109 (Psychiatrists and Psychologists), 
9-109.1 (Professional Counselors and Psychiatric Nurses), 
9-121 (Social Workers)). The privilege laws also prohibit 
the breach of privacy by disclosing that a person is a pa-
tient. Each of these laws provides for situations where the 
privilege is not applicable. Add to this mix of privacy and 
disclosure laws the provisions for appointment of a Best 
Interest Attorney (BIA) / Privilege Attorney to represent 
minors (FL §1-202 and Rule 9-205.1), and the disputes over 
release of information can get even more heated. The de-

termination by the BIA to waive privilege is often contrary 
to the opinion of the therapist, who is concerned with the 
privacy of the child and the disclosure’s impact on therapy 
or the child’s well-being. Will the disclosure result in the 
child’s refusing to disclose personal information in future 
sessions and not having trust in this or any other therapist? 
The child may consider it a breach of the child’s privacy/
confidentiality and blame the therapist. When custody of 
children is an issue, the Court of Appeals ruled long ago in 
Nagle v. Hooks, 296 Md. 123, 460 A.2d 49 (1983), that the 
parents lose their inherent right to waive privilege, and an 
attorney must be appointed to protect the best interest of 
the child.

The resulting question is: When is disclosure permitted? 
The Act and the privilege laws contain many exceptions to 
confidentiality. The most well-known are when the patient 
or the Personal Representative of a patient’s estate waives 
privilege or introduces the patient’s mental condition as an 
element of a claim or defense. The Child Abuse and Ne-
glect reporting laws (FL §5-701 et seq.) and the Vulnerable 
Adult Abuse laws (FL §14-101 et seq.) mandate reports by 
designated groups, including health care providers, as ex-
ceptions to confidentiality. The Duty to Warn law (CJ&P 
§5-609) provides immunity to mental health care providers 
who breach confidentiality to protect third persons from a 
patient’s potential violent behavior. It is not a mandated 
breach.

If a record “relates to a psychiatric or psychological prob-
lem,” a provider may refuse to disclose those portions of 
the record that may be “injurious to the health” of the pa-
tient (HG §4-304(a)(2)).

There are also many instances of permitted disclosure 
without the patient’s consent (see HG §§4-305 and 4-306 
and the privilege laws). These include disclosures to, for 
the purposes of, or in the context of coordination of treat-
ment, consultation with the provider’s legal counsel, cer-
tain public interest proceedings (e.g., defective delinquen-
cy), government agencies, licensing boards, insurance and 
third-party payor claims processing, and education and 
research.

Records for families and groups in therapy require the 
consent of all of the patients. However, collaterals are not 
patients. If a spouse is interviewed by the patient’s thera-
pist, the spouse has no right to prohibit disclosure of the 
records. Spouses have privilege/confidentiality only if they 
are also a patient, such as in marriage counselling. Some-
one who is participating in group therapy cannot authorize 
the release of records pertaining to the group, without the 
consent of all the members of the group (HG §4-307(g)). 
This can be an issue if the group discussion noted in the 

patient’s records would benefit the patient in a court pro-
ceeding, such as sentencing. 

Once a proper request for the records has been made, the 
provider may charge for copies of the record and the bills. 
The fees are payable before the record is released. How-
ever, a provider cannot withhold copies because a bill for 
services is unpaid (HG §4-309). There is a statutory fee per 
page, plus actual postage and handling. If the provider is 
not covered by HIPAA, it can also charge the permitted 
preparation fee. The maximum fees are set forth in HG §4-
304(c). HG § 4-304(c) was amended in 2016 to incorporate 
fees for records provided in an electronic format. 

The laws pertaining to mental health records can be a dif-
ficult area to navigate. They begin with a blanket right of 
complete privacy and then set out various circumstances 
in which the records or portions of them can or must be 
released, without the patient’s consent and often over the 
patient’s vehement objection. When mental health records 
are an important element of a lawyer’s case, understanding 
these laws is critical to successfully obtaining the records.

Mr. Bloch is President of Shiling, Bloch & Hirsch, P.A. and has 
been in private practice in Maryland since 1972. His practice fo-
cuses primarily on health law and representation of healthcare 
providers before the Boards of Examiners, business law, estate 
planning and administration, and civil litigation.

If a record “relates to a psychiatric or psychological problem,” a 
provider may refuse to disclose those portions of the record that may 
be “injurious to the health” of the patient.
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Five Key Business Realities in 
Privacy and Data Security
By Patricia K. Hammar

So, cyber security is in the news 
these days, but what does it have to 
do with lawyers? Cyber security is 
built to address three elements of in-
formation systems: Confidentiality, 
Integrity, and Availability. Confiden-
tiality ensures that only authorized 
identities access information. Integrity 
ensures that the data is appropriately 
preserved. Availability ensures that 
the data can be accessed when needed. 
Integrity is critical to lawyers in fraud 
cases and in evidence maintenance.  
Availability attacks, such as Denial 
of Service (DOS) and ransomware 
attacks, affect the availability of the 
data to your law firm or your client. 

In this article, we are going to discuss 
Confidentiality, or data security, which 
includes privacy protection. Except in 
situations where there is specific leg-
islation, privacy rights have been pre-
dominantly derived from the Fourth 
Amendment. All lawyers have spent 
some time studying searches, which, if 
valid, invade our privacy in a legally 
acceptable way. If any of your clients 
are businesses--or if you run a law 
firm (yes, law firms are businesses)-
-here are five key things you should 
know about liability for privacy and 
data security.  

Number 1: Most companies 
need a data management 
program

 If you collect any information de-
scribing your clients (e.g., name, 
phone, email, credit card, etc.), you 
have personal information. In addi-
tion, you are likely to have other sensi-
tive company data. The next question 
is what to do with it, and the answer, 
as usual, is that it all depends. The law 
protecting privacy data has emerged 
in industry-specific rules. The follow-
ing table shows a small collection of 
these rules and the industry or activity 
that they address.  

Law Date Application

Fair Credit Reporting Act (FCRA) 1970 Credit reporting industry

The Privacy Act 1974 Federal Government

Family Education Rights and Privacy (FERPA) 1974 Privacy of student records

Right to Financial Privacy Act 1978 Banking and accounting records

Cable Communications Policy Act (CCPA) 1984 Cable TV industry

Video Privacy Protection Act (VPPA) 1988 Rental of videos and (now) online content

Driver’s Privacy Protection Act (DPPA) 1994 Driver’s information

Health Insurance Portability and Accountability Act 
(HIPAA)

1996 Personal health information

Children’s Online Privacy Protection Act (COPPA) 1998 Anyone who may be serving children online

Gramm-Leach-Bliley Act (GLBA) 1999 Marketing of financial services and products

Telephone Records and Privacy Protection Act 
(TRPPA)

2006 Telephone records

Genetic  Information Nondiscrimination Act (GINA) 2008 Genetic data
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As you can imagine, the complexity 
of privacy rules can be overwhelming 
for many, and ensuring that all the 
rules that apply are followed can be 
a challenge on its own. Over the last 
forty-seven years since the FCRA was 
put in place, technology has become 
more ubiquitous for individuals and 
businesses. The Federal Trade Com-
mission (FTC) has the responsibility 
to protect consumers and has been 
exercising this mission in the digital 
space since the Fair Credit Reporting 
Act of 1970. Multiple FTC consent de-
crees, from Eli Lilly in 2002 to Uber 
and Lenovo in 2017, have established 
a requirement to correctly inform con-
sumers of privacy protections and to 
adequately address computer security 
to ensure that protection (Cases and 
Proceedings, Federal Trade Commis-
sion (2017), https://www.ftc.gov/
enforcement/cases-proceedings (last 
visited Sept. 15, 2017)). Our expecta-
tion is that this will become ubiqui-
tous.  

This, of course, is before State law 
kicks in, where 10 States have con-
stitutional privacy provisions and 47 
have data-breach laws (http://www.
ncsl.org/research/telecommunica-
tions-and-information-technology/
privacy-protections-in-state-consti-
tutions.aspx). The volatility of the 
subject area is seen in that, across the 
country, more than 240 bills have been 
introduced on cybersecurity so far in 
2017. Maryland does not have a con-
stitutional protection but mirrors the 
federal practice of addressing indus-
tries individually. The interest in cy-
ber security is growing in the legisla-
tures—68 bills impacting cyber policy 
were initiated in the 2017 General As-
sembly session (Cybersecurity Legis-
lation 2017, Ncsl.org (2017), http://
www.ncsl.org/research/telecommu-
nications-and-information-technol-
ogy/cybersecurity-legislation-2017.
aspx#2017 (last visited Sept. 15, 2017)). 
If these issues have not impacted you 
or your clients, they are coming.

This is the United States, but the in-
ternet is global. The European Union 
is working on General Data Protection 
Regulation (GDPR) compliance by 

May, and Great Britain is re-establish-
ing its rules as it Brexits the European 
Union. Asia, Latin America, and the 
Pacific have all created rules, and in 
some of these cultures the concepts of 
and policies on privacy are very differ-
ent.

Number 2: Lawyers need 
to care

The time when the cyber rules were 
distinct from the other requirements 
on your clients has come and gone. 
Now that the acquisition and procure-
ment personnel have learned to ask 
for cyber security or have established 
requirements, these issues hit our cli-
ents’ bottom lines. Talk to any compa-
ny that sells in the financial, health-
care, or government markets and it 
will tell you that compliance in cyber-

security is a key requirement. These 
requirements will always be strongest 
in highly regulated industries but will 
permeate the market. In order to get 
contracts, companies are making attes-
tations concerning their cyber posture, 
and these are often made as a part of 
the terms and conditions with no tech-
nical evaluation. Although case law 
is minimal, the number of breaches 
caused or assisted by an industry part-
ner is legendary, and costs associated 
with data breaches will drive partners 
to find the weak links in the network 
that are the doors for these attacks.  

Corporate compliance teams and 
lawyers need to make sure that the 
attestations are accurate and that the 
policies and procedures described 
within them are being implemented 

regularly. We need to make sure that 
any training is consistent with the 
attestations and that our senior per-
sonnel are informed, are trained, and 
would be able to accurately represent 
the policies in deposition.  

Number 3: Your digital 
footprint is larger than 
you think 

The corporate digital footprint is of-
ten underestimated. Although connec-
tions to the internet might leave them 
vulnerable and liable, few people have 
a real understanding of how connect-
ed their company is. Understanding 
the extent of your reach from a digi-
tal perspective is a first step. If you are 
unaware of the extent of your reach, it 
is difficult to understand what rules 
you must follow.  

Your clients, employees, vendors, 
facilities, logistics channel, advisors, 
and leads may all be connected to you 
digitally. You need to do a scrub of 1) 
who are connected to you and why, 2) 
what information they need to access, 
and 3) what information they can ac-
cess. Are there any systems that have 
enough access to your networks that 
they can serve as a door to your sys-
tems? Do you have access to any of 
your connections for ordering, billing, 
updating, or monitoring, or are there 
any vulnerabilities that might consti-
tute a door into their system and make 
you liable? 

All connected systems are being 
attacked all the time. Current cyber 
criminals use automated attacks that 
try the same attack on multiple sys-
tems and report back when access is 
gained. The automated attack tools 
can learn what is connected to your 
system and allow the criminals to bal-
ance ease of access and network as-
sets. There are multiple examples. The 
attack on Target was predominant-
ly caused by two things: access by a 
third party (an HVAC contractor with 
access for invoicing) and Target’s not 
separating the networks for point of 
sale (credit cards) and general admin-
istration. Two companies had security 
issues that led to this breach of 40 mil-

Your clients, 
employees, vendors, 
facilities, logistics 
channel, advisors, 
and leads may all 
be connected to you 
digitally.
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lion credit cards, costing Target up to 
$420 million. Just as you do not want 
to be a target, I am sure that you do not 
want to be on the path to your clients’ 
systems either.

When an attack is identified, it has 
been within the system for a long time. 
In 2014, the reported industry average 
dwell time was 205 days, meaning that 
the attack had been in the system for 
more than six months before it was 
identified. In that time, it can map 
your connections, understand your 
assets, collect access information, and 
formulate a profitable offensive plan. 
Corporations should put at least as 
much planning into their data security.

Although we are all in a global econ-
omy, there are steps you can take to 
tailor your networks and connections 
by first understanding the digital foot-
print and then pruning that access. A 
company should be able to justify all of 
its connections and know where all of 
its sensitive data lies within its system.

Number 4: Technology will 
not solve the problem

Too many people trust technology 
to provide security, but it does not do 
anything that it is not told to do. The 
policies that you put in place are the 
foundation of cyber security. Thinking 
that there is a solely technical solution 
is always wrong. If there is sensitive 
data that you are trying to protect, it 
must be identified in some way for the 
computer to protect it—forget to label 
it or store it in the wrong location, and 
the protections do not work. Ensuring 
that the office system is impenetra-
ble will not be sufficient if employees 
work from home, possibly exposing 
data on their home networks. Pur-
chased software will not protect you if 
patches are not regularly made. These 
examples show that the policies and 
procedures that a company puts into 
place are critical to the liability and ex-
posure in cyberspace.  

Having policies, process, and pro-
cedures provides a basis for a culture 
of security in the workplace. Simply 
having guidance is never enough: Is 
this guidance communicated, trained, 

followed, and enforced? Many com-
panies find strong guidance and put 
it in their employee handbooks and 
policies but stop there. The policies 
must really be consistent with the way 
people work in your company. If you 

have a policy of not taking any sensi-
tive data out of the office but require 
or promote teleworking, the remote 
access to your data must be properly 
protected. These policies need to be 
consistent and address how you want 
your employees to be able to work. 
Ensuring compliance helps to promote 
a security culture in your workforce.

Number 5: Remember your 
employees

There are two reasons to consider 
your employees: (1) they will form 
opinions about your commitment 
to security from the way you han-
dle their records; and (2) 60% of all 
breaches involve an insider (https://
hbr.org/2016/09/the-biggest-cyber-
security-threats-are-inside-your-com-

pany). First, as discussed above, a 
security culture is important to your 
cyber security. The fastest way to lose 
employees participating in that cul-
ture is to mishandle their information 
or to demonstrate lack of adherence to 
the security policies. Unfortunately, 
senior personnel are sometimes re-
luctant to implement a security policy 
that impedes their activity. Although 
the goal of security is to create solu-
tions that support the mission, some 
actions simply will not be allowed. 
This demonstration from seniors will 
manifest with the staff over time and 
destroy any security culture that the 
company has built.  

Second, insiders are involved in 60 
percent of attacks. Insiders may be 
malicious, or they may assist the at-
tack inadvertently. Malicious insiders 
often take data for their own personal 
gain, because they feel ownership of 
the company data or they feel misused 
by the company. Such insiders might 
be employees, ex-employees, custom-
ers, or vendors and partners. Concerns 
with the malicious insider are that they 
often know where the important infor-
mation is and may have valid access 
to the information that they remove or 
leverage.  

The inadvertent insider is still dan-
gerous but can be greatly impacted by 
corporate culture. This insider may be 
an unwilling victim of a directed at-
tack or simply maintain sloppy digital 
habits; for example, he or she might 
lose credentials, leave digital doors 
open, or be too trusting of others. High 
performers, who always get the job 
done, sometimes find work-arounds 
to the rules that put the company at 
risk. Training and education can en-
sure that these loyal employees do not 
make dangerous mistakes.

Ms. Hammar is the founder of PKHam-
mar Legal, PC and practices law in MD, DC, 
and VA. She is also the CEO of PKH Enter-
prises, LLC, which addresses policy in the 
technology industry. She may be reached 
at phammar@pkhammarlegal.com.

Having 
policies, 
process, and 
procedures 
provides 
a basis for 
a culture 
of security 
in the 
workplace. 
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Maryland’s New Remedy 
for Wage Theft
By Martha M. Ertman and Doris N. Weil

Counsel for any company with employees – 
and the employees themselves – should know 
that a 2013 Maryland statute gives employees a 
new self-help remedy for wage theft. Md. Code 
Ann. Lab., & Empl. § § 3-1101 to -1110 (West 
2013); Md. Code Regs. 9.12.39.01 et seq. (2014). 
The Maryland Wage Lien Law (“WLL”) allows 
employees to place a lien on their employers’ 

property when they have not been compensat-
ed for work they have performed. Any cheated 
employee can use it, from a doctor pursuing her 
medical practice to collect $104,000 in unpaid 
salary to a short order cook seeking $104 in over-
time pay from a restaurant. See e.g., Gastro Cen-
ter of Maryland v. Tignor, 2017 WL 2829298 (Md. 
Ct. Spec. App. June 30, 2017).
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The design of the WLL makes it 
more accessible to employees who 
lack funds to hire counsel. An em-
ployee can serve a Notice on the em-
ployer rather than file a full-fledged 
complaint, which could help pro se 
employees such as young doctors or 
lawyers saddled with student loans, 
short order cooks, or hotel maids. That 
accessibility and the relatively swift 
procedural timelines are crucial for 
people barely making ends meet, for 
whom a single missed paycheck can 
translate into losing an apartment, a 
car, or groceries.  

This tool provides needed relief to 
Marylanders. According to the Eco-
nomic Policy Institute, wage theft is 
“epidemic,” with U.S. employees get-
ting cheated out of as much as $50 bil-
lion annually. That amount translates 
to a $2600 loss per a year for the aver-
age construction worker, house clean-
er, waiter, or anyone else who qualifies 
as the working poor. While state and 
federal statutes provide remedies for 
those employees, many employees’ 
claims are too small for a lawyer to 
take, even with double or treble dam-
ages and attorney’s fees provisions, 
because those fees are largely discre-
tionary. Even middle-class employees 
with larger claims have trouble be-
cause attorney time on even a mid-
range case can be costly and too risky 
in light of the uncertainty of a full fee 
award. Compounding this issue, some 
employers render employees’ hard-
won judgments virtually worthless by 
transferring or hiding their assets, or 
even filing bankruptcy. To fill that gap, 
Maryland,—following the lead of Wis-
consin, Alaska, and other states that 
allow for employees to obtain liens 
on employer property—provided a 
quicker, simpler pre-judgment reme-
dy. See, e.g., Wis. Stat.  § 109.09 (2017). 
The wage lien law gives victims of 
wage theft a security interest in their 
debtor’s property, a tool that has long 
been a staple of debt collection in other 
contexts.  

Maryland’s Lien for Unpaid Wag-
es is a hybrid of an artisan’s lien and 
a UCC Article 9 security interest.  It 
is modeled on the Contract Lien Act, 

which gives condominium associa-
tions a lien on condos so that they can 
collect condo dues from recalcitrant 
homeowners. Md. Code Ann., Real 
Prop. § § 14-201 to -206  (West 2013). 
Like Article 9 remedies, the wage lien 
also extends to personal property. Be-
cause the innovative nature of this 
new remedy required fine-tuning, 
the Maryland Standing Committee 
on Rules of Practice and Procedure 
adopted new court rules, which went 
into effect January 1, 2018. See Rules 
Order (Oct. 10, 2017), https://md-
courts.gov/sites/default/files/rules/
order/ro194.pdf.  

There are  three steps that trigger the 
wage lien (including procedures for 
an employer to contest lien claims), as 
well as methods for employees to en-
force a lien. The  statute, regulations, 
and new procedures address due pro-
cess concerns and fairly balance em-
ployers and employees’ interests.

Three-Step Procedure to 
Create the Lien

The WLL entitles employees to put 
a lien on employers’ personal and real 
property. It can be used on its own or 
concurrently with other remedies such 
as the federal Fair Labor Standards 
Act, Maryland’s Wage and Hour Law, 
and Wage Payment and Collection 
Law. The three-step process is short 
and simple, providing two ways to 
encumber the employer’s property, ei-
ther by operation of law or through a 
circuit court order.

Step 1: Notice to Employer
The employee serves the employ-

er with a Notice to Employer of In-
tent to Claim Lien for Unpaid Wages 
(“Notice”), which includes basic infor-
mation such as the employee’s name 
and address, the employer’s name, 
the dates of employment, the mon-
ey claimed, and the property that the 
employee seeks to encumber with a 
lien to secure payment of the stolen 
wages. To increase access by pro se 
employees, the Department of Labor, 
Licensing and Regulation website pro-
vides forms at https://www.dllr.state.

md.us/labor/wages/essunpaidwag-
eslien.shtml. 

Step 2: Employer Response
Employers have three options: 1) 

engage with the employee to resolve 
the issue and/or pay the wages owed; 
2) ignore the Notice; or 3) file a com-
plaint to dispute the lien. The simplest 
option is to pay the wages, which re-
moves the need for the lien. The other 
two options require explanation.

Inaction: If the employer does 
nothing, then, 30 days after Notice 
is served, a lien is established on the 
property specified in the Wage Lien 
Statement. It arises by operation of 
law, as do liens that secure debts owed 
to artisans, attorneys, and condomini-
um associations. Md. Code Ann., Com. 
Law § 16-302 (West 1994); Md. Code 
Ann., Bus. Occ. & Prof. § 10-501 (West 
2002); Md. Code Ann., Real Prop. § § 
14-201 to -206 (West 2013). From there, 
employees may record a Wage Lien 
Statement to secure their claim, a pro-
cess discussed in Step 3.

Complaint: An employer that dis-
putes the claim must file a complaint 
against the employee within 30 days 
of being served with the Notice. Ju-
risdiction lies in the circuit court of 
the county in which the property—
whether real or personal—is locat-
ed. Md. Code Ann., Lab. & Empl. § 
3-1103(a) (West 2013). The complaint 
includes the parties’ names, a copy of 
the Notice, the date the employer was 
served, a statement of any defense the 
employer asserts, and any support-
ing documents, and proof of service 
upon the employee. Lab. & Empl. § 
3-1103(b).  Employers can access forms 
at the Department of Labor website, at 
https://www.dllr.state.md.us/labor/
wages/essunpaidwageslien.shtml.  

Once a complaint is filed, employees 
must establish their claim by a prepon-
derance of the evidence. Either party 
may request a hearing, and the Cir-
cuit Court must adjudicate employers’ 
claims within 45 days of filing (or, un-
der the Proposed Rules, of serving the 
complaint on the employee).

If the court issues an order to estab-
lish a lien for unpaid wages, the em-
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ployee may request reasonable attor-
ney’s fees and court costs. If the court 
instead decides in the employer’s fa-
vor, and also finds that the employee’s 
claim was frivolous or made in bad 
faith, then the court may also require 
the employee to pay the employer’s 
reasonable attorney’s fees and court 
costs. Lab. & Empl. § 3-1103(e). 

Step 3: Establishment of Lien & 
Recordation

Similar to step two, the lien can be 
established by two different proce-
dures, one if the employer ignores the 
Notice, and the other if it files a com-
plaint.

Inaction: If the employer ignores 
the Notice, then the employee has 180 
days to record its security interest in 
the employer’s property by filing a 
Wage Lien Statement (“Statement”). 
The Statement identifies the property, 
the lien amount, and includes both the 
Notice and proof of service. If a court 
issued an order, the employee also 
files the order.  

For personal property, the employee 
files the Statement and proof of service 
with the Maryland Department of As-
sessments and Taxation, in the same 
way that other secured creditors file 
UCC-1 financing statements. As soon 
as an employee files these documents 
he or she has a “secured claim.” Md. 
Code Ann., Lab. & Empl. § 3-1105(e) 
(West 2013). If the lien is on real prop-
erty, the employee files the Statement 

and proof of service with the clerk 
of the Circuit Court in the county in 
which any part of the property is lo-
cated. Lab. & Empl. § 3-1105(c). 

Complaint: If the employer files a 
complaint and the circuit court issues 
an order establishing the lien, then the 
employee follows the same process to 
record the lien as described above ex-
cept that the employee must also file 
the court order along with the Notice 
in either the UCC-1 filing office or in 
the recording office for interests in real 
property.

An employee who files these mate-
rials within 180 days obtains a securi-
ty interest in the employer’s property, 
retroactive to either the date the em-
ployee filed the wage lien claim or the 
date of the court order, as applicable. 
Lab. & Empl. §3-1105 (d). If an employ-
ee does not record within 180 days, 
then the lien is extinguished without 
prejudice. Lab. & Empl. § 3-1105(d).

Releasing and Enforcing 
the Lien

The easiest way for an employer to 
release the lien is to pay the wages 
owed or to post a bond in the amount 
claimed. Md. Code Ann., Lab. & Empl. 
§3-1105(d) (West 2013). If the employ-
er does not pay the wages or post a 
bond, then the employee can enforce 
the same way that any other secured 
creditor enforces any other security 
interest. The wage lien act describes 

the employee’s wage 
lien claim as a “secured 
claim” and directs em-
ployees asserting a claim 
against personal proper-
ty to file their Statements 
in the same manner, 
form, and place as set 
forth in Article 9.  Lab. 
& Empl. § 3-1105(c), (e). 
At a minimum, compli-
ance with the wage lien 
act prevents an employer 
from evading the lien by 
transferring the property 
to a third party, because 
security interests trav-
el with collateral. Md. 
Code Ann. Comm. Law § 

9-201(a) (West 1999).
Because “secured claim” is a term of 

art under UCC Article 9, it stands to 
reason that the legislature also meant 
to give employees new tools to counter 
wage theft, including Article 9’s self-
help remedies of seizing and selling 
the employer’s property to collect the 
wage debt. Md. Code Ann., Comm. 
Law, §§ 9-609,-610 (1999). 

One of those tools is Article 9’s fast 
and straightforward option of self-
help for creditors, as long as they do 
not breach the peace and dispose of 
collateral in a commercially reasonable 
manner. A less obvious remedy lies in 
the leverage that the lien gives an em-
ployee in light of the strong likelihood 
that the employer has already encum-
bered the property with a security in-
terest in favor of a bank or other lend-
ing institution. Security agreements 
routinely make a debtor’s default on 
any other obligation and imposition of 
a lien on the encumbered property an 
event of default, which in turn could 
trigger acceleration of the entire debt, 
and thus put the employer out of busi-
ness.   

The cascade of problems that could 
flow from wage theft means that an 
employer faced with the prospect of a 
wage lien should either promptly en-
gage with the employee to resolve the 
matter by  paying any overdue wages 
or posting a bond to lift the lien pend-
ing resolution of the dispute. If your 
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client concedes that it failed to pay the 
employee, the quickest and cheapest 
resolution may be to settle quickly. 
The most dangerous course is for that 
employer to simply ignore the Notice.

  For employers that ignore the No-
tice or otherwise fail to satisfy the 
wage claim, the wage lien law allows 
employees to pursue both judicial and 
self-help remedies.

Judicial: Employees can enforce a 
court order establishing a lien for un-
paid wages in the same manner as any 
judgment under Maryland law. The 
order has a 12-year statute of limita-
tions. Md. Code Ann. Lab. & Empl. § 
3-1106(b) (West 2013). Additionally, 
Maryland Rules 12-601 and12-602 en-
title a creditor to fi le a District Court 
complaint for replevin.  

Self-Help: As discussed below, the 
WLL does not provide detailed instruc-
tions for non-judicial enforcement of 
wage liens. However, the statute’s ref-
erence to UCC Article 9 and its desig-
nation of the wage lien as a “secured 
claim” suggests that employees with 
wage liens enjoy the same remedies as 
other secured creditors under Article 9. 
A car dealership that fi nanced a car sale 
can repossess it and sell the collateral to 
satisfy the debt, and an employee with 
a recorded wage lien could hire a re-
possession company to seize personal 
property like a construction company’s 
bulldozer, and then sell it to satisfy the 
wage claim. Attorneys advising em-
ployees in this self-help process should 
be sure to comply with UCC Article 9 
formalities such as notifying the em-
ployer of the method of sale and con-
ducting the sale in a “commercially 
reasonable” fashion. Md. Code Ann. 
Comm. Law, §§ 9-601, -611 (West 2001).

Rule Changes 
During the fall of 2017 the Court of 

Appeals evaluated procedural rules 
aimed to make the wage lien process 
clearer and more predictable. Through 
careful consideration, the Committee 
sought “to strike a balance between 
the statutory goal of providing a rel-
atively fast process for resolving a 
contested proposed wage lien while 
assuring fundamental fairness to the 

parties . . . and to ensure that the court 
gets the necessary information.” Md. 
Standing Comm. On Rules of Prac. & 
Proc., Notice of Proposed Rule Chang-
es (Title 15, Chapter 1400)(Md. 2017). 
The changes apply to all proceedings 
initiated on or after January 1, 2018.  

While space considerations pre-
clude detailed discussion of the new 
rules, a few areas of proposed changes 
are worth noting: notice of the lien; the 
employer’s complaint contesting the 
lien, and enforcement through confi r-
matory orders to enforce the lien.

Notice of Intent to Claim Lien: 
New Rule 15-1402 imposes two new 

requirements on the employee’s No-
tice on the employer’s property. First, 
it requires that the Notice be support-
ed by an oath or affi  davit, and second 
that the Notice include information 
such as an employee’s telephone num-
ber and email address.

Employer Complaint Contesting the 
Lien

New Rule 15-1403 clarifi es the pro-
cedure for employer complaints and 

increases the likelihood of employers 
promptly serving complaints upon 
employees. First, it requires the em-
ployer to include additional informa-
tion in the complaint such as whether 
the employer has an ownership inter-
est in the property on which the lien 
would be imposed. Second, the new  
rule requires that the 45-day clock for 
a court to decide the case starts when 
the employee gets served instead of 
the date that the employer fi les its 
complaint. Finally, the new rule short-
ens the time for employees to respond 
to employer complaints from 30 days 
to 10 days, giving the employee 10 
days after service of the complaint to 
fi le an answer, a motion to dismiss, or 
to withdraw the Notice.  However, the 
self-help aspects of the wage lien pro-
cess are preserved by the new rule’s 
mandate that the employer does  not 
have a remedy of a default judgment 
if the employee fails to fi le a response 
to the employer’s complaint.  

Lien Enforcement
Two important provisions of the 

new rules address the timing regard-
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ing priority of the lien in a contest with 
other creditors and  a method for an 
employee to transform the self-help 
remedy of a filed Statement into a con-
firmatory order.

New Rule 15-1404 sets the priority of 
an employee’s wage lien from the date 
the order was docketed or from when 
the employee recorded the Statement.

Next, new Rule 15-1406 addresses 
the difficulties that Public Justice Cen-
ter has faced as it sought to enforce 
wage liens that arise as a matter of law 
through garnishment proceedings. In 
these situations, courts do not have an 
order upon which to base the garnish-
ment, so new Rule 15-1406 allows the 
employee to seek a confirmatory order 
in the Circuit Court where the proper-
ty encumbered by the lien is located. 
That petition must state any payments 
that the employer has made to reduce 
the wages due, and also include the 
Notice, proof of service on the em-
ployer, and any other documentation. 
As with employer complaints, hear-
ings are available. Employees that 
obtain confirmatory orders in this pro-
cess will file them in the Circuit Court 
where they seek to enforce the order.  

Statutory Silences: 
Perfection and Priority

One final note: given the innova-
tive quality of the wage lien statute, 
it is not surprising that gaps remain 
in the rights and remedies it conveys. 
While the WLL designates the lien as a 
“secured claim,” it does not explicitly 
give employees all the rights and du-
ties of Article 9 secured creditors, such 
as self-help repossession and the duty 
to dispose of collateral in a commer-
cially reasonable manner. Nor does it 
specify the priority of a wage lien in 
relation to other claims on the same 
property.  

Despite this, standard principles of 
statutory construction suggest that the 
wage lien could be a perfected security 
interest. The rule to avoid surplusage 
treats every word and phrase in a stat-
ute as meaningful and avoids making 
one provision of a statute a nullity. 

Here, the General Assembly expressed 
an intent to create new rights and 
remedies by using the term “secured 
claim” and directing employees to file 
wage lien claims alongside UCC-1 fi-
nancing statements. Because a UCC-1 
financing statement generally perfects 
a security interest in personal proper-
ty, and gives priority to the first to file 
or otherwise perfect, the legislature 
likely also intended to treat an em-
ployee filing the Notice or order as a 

method to perfect the wage claim. Md. 
Code Ann., Comm. Law, § 9-322 (West 
1999).

Perfection matters most when third 
parties such as competing creditors 
and the bankruptcy trustee claim an 
interest in the property that is covered 
by the wage lien. If the wage lien is 
the equivalent of a perfected security 
interest, then it has priority over lat-
er-perfected security interests in the 
same collateral, and also over claims 
by the bankruptcy trustee. Md. Code 
Ann.,Comm. Law, § 9-317 (West 1999). 

The WLL is new and innovative, 
leaving courts to address the poten-
tial intersection with Article 9 in the 
future. If a court interprets the statute 
to make wage liens merely attach to 
the property, and not perfect a secu-
rity interest in that property, then an 
employee holding a wage lien will still 
prevail over most third parties who 
purchase the encumbered property. 
Md. Code Ann., Comm. Law, § § 9-201 
& 9-320 (West 1999). If the property is 
not already encumbered, the employ-
ee could exercise self-help remedies to 

seize and sell it. If another creditor of 
the employer has already secureda se-
curity interest in the property, then the 
likelihood that the wage lien jeopar-
dizes the employer’s other credit rela-
tionships gives an employee powerful 
leverage to negotiate a just settlement 
to the wage dispute.  

Before 2013, employers held a dis-
tinct advantage over employees un-
der Maryland law, indirectly creating 
an incentive for wage theft. The WLL 
evens up that disparity a bit, largely 
through the self-help remedies that 
employees can exercise without hiring 
counsel.

Conclusion
The Maryland Wage Lien Law is a 

step in the right direction for employ-
ees to resolve wage claims. Employees 
and employers alike enjoy due process 
through simple procedures that min-
imize attorney’s fees on both sides. 
Moreover, online forms and proce-
dures are straightforward and easy to 
understand, increasing access for the 
many employees who pursue wage 
claims pro se, and both modest and 
substantial claims fall within the stat-
ute. The statute, regulations, and pro-
posed rule changes also give employ-
ers due process by providing them 
with notice and an opportunity to be 
heard by disputing the lien, in addi-
tion to allowing them to lift the lien 
simply by paying the wages or posting 
a bond, and to recover attorney’s fees 
and costs for frivolous claims.  

An additional benefit to the new-
ly-minted procedural clarifications is 
that more people now know about the 
new remedy. Too few advocates for 
employers and employees alike know 
that Maryland employees have what 
many other creditors take for granted: 
a simple, cheap, quick way to get a se-
curity interest to help collect a debt. 

Ms. Ertman is Carole & Hanan Sibel Re-
search Professor at the University of Mary-
land Francis King Carey School of Law. Ms. 
Weil is Assistant Counsel at the Baltimore 
City Department of Housing & Community 
Development.

Perfection matters most 
when third parties such 
as competing creditors 
and the bankruptcy 
trustee claim an 
interest in the property 
that is covered by the 
wage lien.
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For over three decades, Gibber on Estate 
Administration has been the Bible for lawyers with 
problems involving estates of decedents, and is the 
most sought-after and defi nitive book on Maryland 
estate administration. This practical guide addresses 
non-legal as well as legal considerations and includes:
 

• Clear instructions on what you need to do
• Examples of all the necessary forms (Gibber 

covers over 150 forms)
• Key excerpts from Maryland estate law, with 

comments, notes, and practice tips
• Relevant case history
• Relevant opinions of the Attorney General
• Comments on legislative activity where needed
• Reference citations when including full text 

would be cumbersome
 
The NEW 6TH Edition signifi cantly expands the 
treatise with thorough references to new case law and 
statutory amendments through 2017. The revised text 
also refl ects new rates and statutory amounts, and 
includes new and updated samples of all the offi  cial 
forms throughout the volume.

Gibber on Estate 
Administration, 
6th Edition

Available now!

“… an authoritative treatise, 
a comprehensive checklist, 
a helpful forms book, and a 
source of useful suggestions, 
all written with an eye to the 
practical.”

“… Mr. Gibber is 
particularly qualifi ed to deal 
by virtue of his service as 
special consultant to the 
Rules Committee on the 
Probate Rules project.” 

 - Melvin J. Sykes, Esq. 

Order your copy today: bit.ly/Gibber6th
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MARYLAND STATE BAR ASSOCIATION, INC.

COMMITTEE ON ETHICS
DOCKET NO. 10-03

Your inquiry was considered by the Committee on Ethics 
of the Maryland State Bar Association and I have been as-
signed to respond on its behalf.

The Committee has reviewed your request for an opinion 
regarding the Indemnification requirements of a retainer 
agreement between yourself and a bank that seeks to hold 
you responsible for violations of the bank’s procedures and 
for violations of the Protecting Tenants at Foreclosure Act 
of 2009. You ask if the obligations created under the retainer 
agreement call for you to violate the Rules of Professional 

Conduct by guaranteeing a result or by causing you to as-
sume ownership of a claim.

The Committee does not offer advice or opinions on sub-
stantive legal matters, only on the Rules of Professional 
Conduct (the “Rules”). For that reason, the Committee can-
not fully answer your question. The indemnity provision 
(which follows) seems quite broad and may cause an attor-
ney who signs it to assume substantial liability well beyond 
the value of the engagement as it indemnifies the Bank for 
matters outside the control of the attorney.

Does an attorney who signs an agreement to indemnify a client violate the Rules of 
Professional Conduct by “guaranteeing a result” or by improperly “owning a claim”?
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In consideration of your engagement for professional 
services, your firm shall defend (with counsel satisfac-
tory to BANK), indemnify and hold harmless BANK 
and BANK affiliates and their respective, directors, of-
ficers, employees, successors and assigns, against and 
from all suits, claims, proceedings, actions, losses, liabil-
ities, damages, interest, fines, penalties, judgments, set-
tlements (as pre-approved in writing by BANK), costs 
and expenses (including reasonable fees, expenses and 
disbursements of attorneys, accountants and other ex-
perts and professionals, and costs, fees, and expenses of 
investigation) arising out of, in connection with, result-
ing from or based on allegations of, the performance or 
breach of any obligations under the Procedures, includ-
ing without limitation, delays and errors in performance 
of the Procedures or compliance with the Act. (Bank’s 
name has been omitted.)

As we read this indemnification, the attorney is asked to 
indemnify the Bank against any loss associated with the 
“Procedures” which are defined to be those “procedures” 
or steps that the contract requires of various parties (includ-
ing the attorney) performing services for the Bank under a 
new federal law entitled the Protecting Tenants At Foreclo-
sure Act of 2009 (the “Act”). The Agreement purports to be 
the Bank’s response to the Act and authorizes the Bank to 
amend the Procedures from time to time.

The Committee believes that the Agreement goes too far 
in attempting to shift liability from the client to the lawyer 
and does so in such a way to violate principles that go to 
the very basis of the lawyer client relationship. Indeed, the 
Committee concludes that the Agreement places the law-
yer in a position inconsistent with the principles found in 
the Rules of Professional Conduct that prohibit conflicts 
of interest and independence of judgment. For example, 
Comment 1 to Rule 1.7 says: “Loyalty and independence 
are essential elements in the lawyer’s relationship to the 
client.” Rule 1.8(e) states that “A lawyer shall not provide 
financial assistance to a client in connection with pending 
or contemplated litigation ... (subject to exceptions not here 
relevant).” Comment 10 to Rule 1.8 explains this prohibi-
tion saying that the policy behind precluding financial as-
sistance is “because to do so would encourage clients to 
pursue lawsuits that might not otherwise be brought and 
because such assistance gives lawyers too great a stake in 
the litigation.” Rule 1.8(i) applies to prohibit an attorney 
from acquiring a proprietary interest in “a cause of action 
or the subject matter of litigation the lawyer is conducting 
for a client”.

The Committee does not believe that an attorney’s agree-
ment to indemnify a client for his or her own professional 
negligence constitutes “ownership” of a claim in the con-
text of the Rules or necessarily creates a conflict of interest 
between an attorney and client. However, we believe that 
the indemnity agreement raises a problem under Rules 1.8 
to the extent that the attorney is asked to provide indem-
nity arising from conduct of others, including potentially 
conduct of the Bank itself, and that such indemnity raises 

concerns under Rule 1.7, as an attorney’s interest in avoid-
ing personal liability or cost under the indemnification may 
affect the attorney’s independence of judgment to an extent 
that would be prohibited by the Rule. .When considered 
together with the overbroad indemnification, these Rules 
and the comments thereto lead the Committee to conclude 
that a lawyer may not enter this Agreement.

The Committee does not believe that such an indemnity 
agreement would violate Rule 7.1. The Rules impliedly ad-
dress the concept of a “guaranteed result” in that part of the 
Rules that deal with advertising. An attorney cannot imply 
in the attorney’s advertising anything that might give the 
prospective client an unjustified expectation in the results 
the lawyer can achieve and an attorney cannot imply that 
the attorney can achieve results by means that violate the 
Rules or law. Rules, Rule 7.1. An agreement to indemnify a 
client does not fall within the concepts of “advertising” as 
regulated by Rule 7.1. Nevertheless, even if the Rules could 
be interpreted to extend Rule 7.1 to an indemnification 
agreement (which we do not now conclude), indemnifying 
a client against loss does not fall within this provision of the 
Rules as your agreement to indemnify the client cannot be 
seen as creating an unjustified expectation about the results 
you can achieve nor does it state or imply anything about 
the means by which you will achieve results.

For the reasons above, this opinion reflects the consen-
sus of the Committee, with which some members dis-
agree. While all members believe that an attorney would 
be ill-advised to sign the Agreement, some members have 
concluded that the Agreement does not violate the Rules 
of Professional Conduct but, instead, that signing such an 
agreement reflects a poor business decision by the attorney.

The Committee notes several issues that are beyond its 
purview. The Committee cannot, for example, opine as to 
whether or not this indemnification provision may violate 
Maryland public policy, whether it would constitute a con-
tract of insurance, or whether—if a contract of insurance—
it would comply with Maryland law governing such con-
tracts. Finally, the Committee also notes that an attorney 
signing the Agreement should be aware of the potential 
consequences for his or her insurance coverage, as noted 
by the Law Society of British Columbia:

It appears that some institutional clients are asking 
lawyers to indemnify them for any losses arising out 
of breaches of the new privacy legislation. Lawyers are 
cautioned against entering into any such agreements. 
As the BC Lawyers Professional Liability Insurance Pol-
icy provides coverage for negligence, not contractual 
breaches, lawyers expose themselves to an uninsured 
risk in agreeing to indemnify any client.

The Law Society of British Columbia, Bencher’s Bulletin, 2004, 
No. 4: September-October.

The Committee hopes it has addressed your inquiry and 
thanks you for your interest. Our opinions are available on 
line at www.msba.org.
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The McCammon Group
is pleased to announce our newest Neutral

Hon. Daniel M. Long (Ret.)
Retired Judge, Circuit Court for Somerset County

The Honorable Daniel M. Long recently retired after over thirty 

years of distinguished public service. Judge Long served as Judge for 

the Circuit Court of Somerset County for twenty-six years, during 

which time he served as Circuit Administration Judge and County 

Administrative Judge. Prior to his appointment to the bench, Judge 

Long was elected as a Member of the Maryland House of Delegates, 

where he served admirably for seven years while also maintaining a 

successful private law practice in Somerset and Worcester Counties. 

Judge Long is a Recipient of the Judge Anselm Sodaro Judicial 

Civility Award from the Maryland State Bar Association, and he 

was selected as 2015’s “Judge of the Year” by the Litigation Section 

of the Maryland State Bar Association. Judge Long now brings this 

exemplary record of service and achievement to The McCammon 

Group to serve the mediation, arbitration, and special master 

needs of lawyers and litigants throughout Maryland and beyond.

For a complete list of our services and Neutrals throughout MD, DC, and VA,  
call (888) 343-0922 or visit www.McCammonGroup.com

Dispute Resolution and Prevention


