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GRIPING IN 
CYBERSPACE

By James B. astrachan

Gripe sites are a “type of website 
devoted to the critique and or 

mockery of a person, place, politician, 
corporation, or institution. They are 
also known as ‘complaint’ or ‘sucks’ 
sites.” Wikipedia.org/wiki/Gripe-site. 
In order to be found by search 
engines, gripe sites incorporate in 
their domain the trademark or name 
of their target.
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Cyberspace was described by 
William Gibson in 1984. Gibson 
wrote,

Cyberspace. A consensual hal-
lucination experienced daily by 
billions of legitimate operators, 
in every nation, by children being 
taught mathematical concepts. A 
graphic representation of data 
abstracted from the banks of 
every computer in the human 
system. Unthinkable complexity. 
Lines of light ranged in the non-
space of the mind, clusters and 
constellations of data. Like city 
lights, receding. 

Gibson, William (1984). 
Nueromancer, ACE Books. 

Cyberspace is a powerful, and 
reaching, medium for the publi-
cation of material that is critical 
of another person or company. 
Computers locate each other in 
cyberspace, through the Internet, by 
a domain name system. Generally, 
these domains are comprised of top-
level domains, such as .com or .edu, 
and second-level domains, such 
as Mercedes Benz. Put together, a 
top- and second-level domain name 
would appear to the human eye 
as Mercedesbenz.com, and a person 
typing this domain into a comput-
er’s browser would quickly access a 
website maintained by the German 
car manufacturer. 

As the Internet began to grow 
from its government, academic 
and military roots in the early ’90s, 
many prominent, for-profit, enter-
prises were blind to the benefits 
of registering a domain containing 
the companies’ name or trademarks. 
Few of these companies had any 
sense that by the start of the 21st 

Century, the Internet would become 
a major vehicle of commerce. But, 
entrepreneurs saw a real opportu-
nity to make money by registering 
domain names using as second-level 
domains the names and marks of the 
world’s most prominent companies. 
It wasn’t long before these registered 
domain names were in the hands of 
persons other than the owners of 
the trademarks made a part thereof. 
Some of these entrepreneurs regis-
tered and maintained thousands of 
domain names and offered them for 
sale to their rightful owners.

Some trademark owners fought 
back against this piracy, and sued the 
registrants, asserting various theo-
ries of trademark infringement and 
unfair competition. Courts named 
these registrants “cyber-pirates”, a 
reference to the belief that these 
registrants were not entitled to own-
ership of the domain names and 
were ransoming their captives to the 
rightful owners.

An administrative domain name 
dispute resolution was created by the 
Internet Corporation for Assigned 
Names and Numbers (ICANN). 
Many trademark owners, however, 
lobbied Congress for stronger rem-
edies and in 1999 the Lanham Act 
was amended by the addition of 
Section 43(d), the Anticybersquating 
Consumer Protection Act (the 
ACPA), a statute that provides a 
remedy for a person who registers a 
domain that includes someone else’s 
mark or name if the registrant has a 
bad-faith intent to profit from that 
mark. 15 U.S.C. § 1125(d). The ACPA 
sets forth numerous criteria to assist 
a court to determine whether a per-
son’s registration was made in bad 
faith. If so, a U.S. District Court can 
order transfer of the domain and 
award substantial damages to the 
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person whose name or mark was 
used by the registrant of the domain.

In addition to providing criteria 
to determine whether a registrant 
acted in bad faith, the ACPA lists a 
number of factors to be employed 
by a court to determine whether a 
registrant’s use of a domain that 
includes a mark was done in good 
faith, and may, therefore, be a per-
missible use of the mark.

Under general rules of trademark 
law, it is quite clear that not every 
use of another’s mark is a violation 
of the Lanham Act, which gener-
ally prohibits use of another’s mark 
where doing so “is likely to result 
in confusion, or cause mistake, or 
deceive as to affiliation, connection, 
or association” of the user with the 
mark’s owner or licensee, or as to 
“origin, sponsorship or approval” 

of the user’s goods or services with 
those of a mark’s owner. 15 U.S.C.§ 
1125(a). Examples of permitted “fair 
uses” are an advertiser who refers 
to another’s mark in comparative 
advertising; reviewers who refer to 
a brand when they write about a 
product, and descriptive marks used 
in a non-trademark sense to describe 
attributes of another’s products.

Despite the proposition that no 
mark owner has a monopoly in the 
use of its mark, and the existence of 
fair uses, some mark owners zeal-
ously guard their marks and assert 
that any use by an unauthorized 
person is infringing and a violation 
of their rights under the Lanham 
Act. It is against this backdrop that 
Internet gripe, or protest, sites have 
sprung up, and have been chal-
lenged, primarily, under the ACPA, 

which requires a court to determine, 
for liability to attach, that the defen-
dant’s actions constitute “bad faith”. 
15 U.S.C. § 1125(d). Other cases 
involving Internet gripe sites have 
been challenged as garden variety 
violations of Section 1125(a). And 
gripe site uses have been challenged 
under ICANN’s Uniform Domain 
Name Dispute Resolution Policy, a 
form of arbitration agreed to as a 
condition of registration.

As early as 2004, plaintiffs began 
to fail in their efforts to shut down 
sites that employed a name or mark 
that belonged to the plaintiff where 
the site published content critical 
of the plaintiff and did not sell 
products or services. One of the 
earliest cases was brought by a land-
scaping contractor against its for-
mer, and very unhappy customer, 
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Michelle Grosse. Lucas Nursery and 
Landscaping, Inc. v. Grosse, 359 F.3d 
806 (6th Cir. 2004). After the Better 
Business Bureau failed to resolve her 
complaint against Lucas Nursery, 
Ms. Grosse took matters into her 
own hands and launched a web-
site named “My Lucas Landscaping 
Experience”. Anyone searching for 
Lucas Nursery would find her less-
than-flattering exposé of the plain-
tiff. Today, search engine optimiza-
tion techniques are used to make 
such a site the first to appear in a 

search engine and even more effec-
tive – and more damaging. 

Granting Grosse’s cross motion 
for summary judgment, the court 
analyzed the factors set forth in 
Section 1125(d) to determine wheth-
er Ms. Grosse acted in bad faith 
when she registered a domain that 
contained Lucas’ mark. It held she 
did not. Those factors were: Did 
Grosse have trademark rights in the 
Lucas name; did the domain consist 
of Ms. Grosse’s legal or common 
name; did Ms. Grosse have any prior 

use of the domain to offer goods and 
services; and was her use of the site 
a bona fide non-commercial use?

The first three statutory factors 
were held against Ms. Grosse; the 
fourth was found in her favor. She 
had no trademark rights in the Lucas 
name; Lucas was not her name; and 
she had not used the Lucas name 
for prior commercial reasons. There 
was, however, no commercial ben-
efit to her resulting from creation of 
the site.

The next four statutory factors 
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were found to favor Ms. Grosse 
and establish her lack of bad faith. 
She did not seek to divert Lucas’ 
customers to herself; she had never 
offered to sell the site to Lucas for 
financial gain; she had not provided 
misleading contact information on 
her site; and she had not acquired 
multiple domains, duplicative of 
others’ marks. The court applied 
these factors, and weighed them as 
it saw fit to reach the proper conclu-
sion that Ms. Grosse was exercising 
her right to freely speak about her 
bad experiences with Lucas Nusery 
and that she did so, without depriv-
ing Lucas of the ability to register a 
domain bearing its mark. Nor was 
Ms. Grosse drawing away Lucas’ 
potential business for her own ben-
efit. Yet, the lesson learned, is that 
Ms. Grosse had to go so far as to 
hire an attorney, answer a com-
plaint filed in federal court, engage 
in discovery, oppose Lucas’ motion 
for summary judgment and file her 
own motion.

In a subsequent decision, an 
appellate court discussed the safe 
harbor provided in 15 U.S.C. § 
1125(d)(1)(B)(ii). Utah Lighthouse 
Ministry v. Foundation for Apologetic 
Information and Research, 527 F.3d 
1045 (10th Cir. 2008). That safe har-
bor provision precludes a finding of 
bad faith intent if the court deter-
mines that a defendant believed it 
had reasonable grounds to believe 
that its domain name use was a 
fair use or was otherwise lawful. In 
Utah Lighthouse Ministry, the defen-
dant, responding to criticisms of its 
volunteer members by a religious 
organization, created a parody of a 
website run by the religious orga-
nization, at the domain utahlight-
house.com; the defendant’s website 
ruthlessly parodied the plaintiff’s 

website. In evaluating the factors 
set forth in the Section 1125(d) the 
court concluded defendant lacked 
a bad faith intent to profit from the 
use of plaintiff’s trademark, and 
it invoked the safe harbor because 
the defendant believed that because 
its website was a parody, the use of 
plaintiff’s domain was legal. The 
fact that defendant failed to get a 
legal opinion that its use was fair 
before it registered the domain was 
of no moment; the court held an 
opinion of legal counsel unneces-
sary to forming a good faith belief. 

Courts that have examined the 
harm to the subject of a gripe site – 
loss of business and goodwill – have 
held that such harm, even though 
considerable, is not the kind of harm 
the ACPA was intended by Congress 
to prevent. Mayflower Transit, LLC 
v. Prince, 314 F.Supp. 2d 362 (D.N.J. 
2004), (“Beware of Lincoln Storage 
Warehouse. Beware of Mayflower 
VanLines.”)

The Court of Appeals for the 
Fourth Circuit has had the oppor-
tunity to consider a couple of cases 
dealing with gripe sites and the use 
of domains that incorporate anoth-
er’s name or mark. In one case, 
involving serious criticism of the 
late Reverend Jerry Falwell, and 
a domain that slightly misspelled 
Falwell’s name, it discussed the 
legitimate interests served by trade-
marks. Lamparello v. Falwell, 420 F.3d 
309 (4th Cir. 2005). Trademark law, it 
held, protects product information, 
provides a consumer with informa-
tion and encourages the produc-
tion of quality goods and services. 
“But, protections ‘against unfair 
competition’ cannot be transferred 
into ‘rights to control language’.” 
Citation omitted. The court concluded 
that using the Lanham Act’s Section 

1125(a) restrictions on the use of 
another’s mark to control expres-
sive speech would raise serious First 
Amendment issues, because a plain-
tiff who owns a mark or name could 
use trademark law to stifle discus-
sions of public concern about the 
activities of companies and people. 
The court was perhaps poised to 
hold that the restrictions imposed 
by Section 1125(a) of the Lanham 
Act must be limited to commercial 
speech to prevent trademark law 
from being used to censor speech-
es but it did not go so far. Other 
courts have, however. Taubman Co. 
v. Webfeats, 319 F. 3d 770 (6th Cir. 
2003) and Bosley Medical Inst., Inc. 
v. Kremet, 403 F.3d 672 (9th Cir 2005).
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Falwell’s ACPA claim also failed, 
as the court found that Lamparello 
did not have a bad faith intent 
to profit. The site generated no 
money, and he had not offered 
it for sale to Falwell. He had not 
bought numerous domains; the site 
was merely a pulpit. 

In People for the Ethical Treatment 
of Animals v. Doughney, the court, 
despite a disclaimer on the People 
Eating Tasty Animals site, and a vir-
tual impossibility of likelihood of 
confusion, found the site infringed 
the PETA trademark under Section 
1125(a). The court held it violated 
Section 1125(a) because it was likely 
to prevent searchers from finding 
the “real PETA” site, and it was 

not a protectable parody. 263 F.3d 
359 (4th Cir. 2005). The court also 
held Doughney violated the ACPA 
because he suggested PETA should 
buy his site, and that his domain 
was identical to PETA’s trademark, 
thus acting in bad faith.

Clearly, gripe sites are a pow-
erful tool for consumer comment 
about anyone or any business in 
the public’s eye, and use of the 
subject’s name or mark must be 
included in the domain if website 
search engines are to locate these 
gripes. Gripe sites serve to level the 
playing field occupied by massive 
corporations and powerful people. 
They should be encouraged by the 
courts unless they create real confu-

sion or use another’s mark to sell 
products or services, that is to say, 
they engage in unfair competition. 
This latter caution would apply to 
the so-called “sham speech” sites 
that convey a message, but also offer 
a product. It is not always an easy 
task to balance the right to speak 
freely with commercial interests, but 
the Lanham Act has added a use-
ful tool for the courts’ use, and the 
courts have done a great job in bal-
ancing those rights.

 
Mr. Astrachan is a principal at Astrachan 
Gunst Thomas, P.C. and a senior adjunct 
at the University of Maryland Francis 
King Carey School of Law, where 
he teaches Trademark and Unfair 
Competition Law.
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By alvin I. Frederick and Erin a. risch

As Internet use increases, 
many lawyers are now 

using cyberspace to advertise 
their services, communicate with 
clients and opposing counsel, and 
expand their professional network. 
Attorneys can create websites, 
tweet about relevant issues in the 
law, create a network through 
LinkedIn, and friend clients, other 
lawyers, and Judges on Facebook. 

Avoiding 
a Black 
Hole While 
Navigating in 
Cyberspace 
Risk Management  
for Attorneys

January 2014         Maryland Bar Journal        13  



14        Maryland Bar Journal           January 2014

Anyone ignoring the Internet may 
be missing out on valuable ways 
to obtain new business, research 
a case, or seek advice from peers. 
Many businesses are turning to 
the Internet to advertise instead of 
using traditional print ads such as 
the yellow pages. As a result, many 
publishers have created online ver-
sions of their print directories and 
now use marketing consultants to 
recommend how, when, and where 
these advertisements appear in 
cyberspace. One may wonder why 
a particular law firm appears first 
in a “Google search” when you type 
in “DUI attorney” or “real estate 
attorney?” There are strategies that 
can be used to achieve the ultimate 
goal in advertising: getting to the 
top of Google! 

The pervasive use of the Internet 
has completely revolutionized the 
practice of law for many attorneys, 
and it is impossible to deny the 
significant benefits to be derived 
from the proper and judicious use 
of the Internet. Social media has 
become an integral part of most 
attorneys’ practices, and it is easy to 
understand why Twitter, Facebook, 
and LinkedIn have become so ubiq-
uitous. Unfortunately, with the 
increased use of the Internet, there 
are also dangerous potential pitfalls 
that attorneys must avoid. 

A hypothetical example illustrates 
this point: When designing their 
firm’s website, the diligent attor-
neys at Makem Squirm N’Settle, 
LLC, consulted the Maryland Rules 
of Professional Conduct in order to 
ascertain what, if any rules would 
impact the design and content of 
their website. Upon searching the 
index for a Rule entitled “Websites,” 
and finding nothing, the associated 
tasked with this project concluded 

that no Rule existed and the firm 
proceeded with the clever design of 
their website. 

The firm failed to appreciate that 
while navigating in cyberspace, 
the Maryland Rules of Professional 
Conduct (MRPC) still govern law-
yers’ conduct, even when the Rules 
do not specifically address issues 
in cyberspace. The seven series of 
Rules (MRPC 7.1 – 7.5) entitled 
“Information About Legal Services” 
applies to websites and other forms 
of social media used to advertise 
a lawyer’s services. Had the attor-
neys at Makem Squirm N’Settle, 
LLC, looked at these rules, they 
would have found that their web 
address likely constitutes a mis-
leading communication about the 
lawyers’ services in violation of 
MRPC 7.1. Unless, of course, the 
firm can establish that they, in fact, 
are the most aggressive lawyers. The 
telephone number “1-800-WILL-
WIN” is also likely to create an 
unjustified expectation about the 
results that the lawyers can achieve 
in violation of MRPC 7.1(b). Website 
addresses, Facebook postings, and 
even “tweets” must conform to the 
MRPC or attorneys run the risk of 
exposing themselves to disciplinary 
proceedings. 

MRPC 7.2 entitled “Advertising,” 
requires that a copy or recording of 
an advertisement be maintained for 
at least three years. While the infor-
mation contained on an attorney’s 
website should be kept current, Rule 
7.2 also applies to websites or other 
online advertisements. Therefore, 
when a firm’s website is updated, 
a record of the prior version of the 
website must be maintained for a 
period of at least three years. This 
is especially important to keep in 
mind when websites are regularly 

updated to reflect current events, 
case results, and other firm news. 

Further concerns are raised when 
an attorney and his or her client 
communicate over the Internet. For 
example, the protection of the attor-
ney/client privilege may be called 
into question when clients commu-
nicate with their attorney through 
an employer’s e-mail server. Most 
employers make it clear that an 
employee’s use of company com-
puters or smart phones will not be 
considered private or confidential. 
If the employee/client then com-
municates with his or her attorney 
over e-mail while at work – is the 
communication really confidential? 

Consider a client who forwards 
his or her attorney’s e-mail regard-
ing settlement negotiations to his or 
her friend for advice, or a client who 
changes his or her Facebook status to 
read: “Just met with my attorney. He 
thinks my case is only worth $5,000. 
Time to find a new attorney. LOL.” 
Have these actions eroded the attor-
ney/client privilege? Information 
transmitted through e-mail or other 
social media can easily result in the 
inadvertent waiver of the attorney/
client privilege. It is recommend-
ed that attorneys anticipate these 
potential pitfalls and advise their cli-
ents accordingly. Such advice will be 
different depending upon the facts 
and circumstances, and must there-
fore be tailored to each case, or the 
attorney may inadvertently make 
the situation worse. For example, if 
an attorney advises his or her cli-
ent to delete the client’s Facebook 
page or Twitter account at the out-
set of litigation in order to avoid 
these potential pitfalls, that attorney 
could inadvertently create a spo-
liation problem for the client. Social 
media profiles that are deleted after 
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the outset of litigation will likely be 
considered no differently than the 
shredding of documents, the purg-
ing of computer files or the destruc-
tion of other types of evidence. Thus, 
it is not only important for attorneys 
to advise their clients about the risk 
of using social media and the impact 
that it could have on their case, but 
to also consider social media in the 
course of investigating a case and 
conducting discovery. 

Increasingly prevalent is the use 
of social media as evidence at trial. 
With the increased use of social 
media worldwide and the continu-
ing development of new forms of 
social media, the use of “profiles,” 
“postings,” and “tweets” will contin-
ue to be utilized as evidence at trial. 
E-discovery has taken the legal pro-
fession by storm, and issues involv-
ing the production and authentica-

tion of social media materials have 
only started to take form. Unlike the 
“old days” when the courts devel-
oped methods of authenticating 
particular documents that could be 
relied upon throughout the ages, 
the nature of modern social media 
requires ongoing and constant adap-
tion of the rules. 

Griffin v. State, 419 Md. 343 
(2011) is the first case in which 
the Maryland Court of Appeals 
addressed authentication in the 
context of social media. In that case, 
the Court held that a printout from 
a MySpace page, offered to establish 
that a witness had been threatened 
and intimidated into providing 
inaccurate testimony in an earlier 
trial, had not been properly authen-
ticated at trial. The Court stated 
that the risk of manipulation by 
someone other than the purported 

creator was too great. The lower 
court, which was overturned by the 
Court of Appeals, had determined 
that the printout had identifying 
characteristics sufficient for authen-
tication. Griffin v. State, 192 Md. 
App. 519,544 (2010), rev’d 419 Md. 
343 (2011). The Court of Appeals, 
however, opined that social media 
created significant challenges with 
regard to authentication because of 
the increased potential for fabricat-
ing or tampering with information 
contained on a social networking 
site. 419 Md. at 354. In its opinion, 
the Court suggested three potential 
methods for authenticating print-
outs from a social networking site: 
(1) obtain testimony from the cre-
ator; (2) obtain forensic evidence 
from the computer of the purported 
creator; and (3) obtain information 
directly from the social network-
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ing site regarding the content and 
its creation. 419 Md. at 363-364. 
While Griffin remains the only case 
in Maryland specifically addressing 
the authentication of social media 
material to date, it will likely only 
be a matter of time before a body of 
law is developed to address the new 
issues created by the use of social 
media as evidence.  

Attorneys must also consider 
how much of a role social media 
will play in their practice. Attorneys 
who maintain a Facebook page or a 
Twitter account will need to decide 
whether they will “friend” oppos-
ing counsel, clients and Judges, and 
whom they will follow on Twitter. 
A client who views his attorney’s 
Facebook page and sees that the 
attorney is “friends” with the oppos-
ing attorney in his case may ques-
tion his counsel’s ability to fight 

for his case. The courts insist upon 
civility among attorneys; however, 
does that extend to “friendships” 
through social media outlets? While 
it does not appear that any courts 
have addressed the propriety of 
attorneys being “Facebook friends,” 
a Florida appellate court ruled that 
a judge improperly denied a motion 
for judicial recusal in a case where 
the presiding judge was “Facebook 
friends” with the prosecutor. 
Domville v. Florida, 103 So.3d 184 
(2012) The court ruled that because 
the appearance of an attorney on a 
judge’s Facebook page could con-
vey the impression that the attorney 
had special access to the judge, or a 
special privilege in communication 
with the judge, it would cause a rea-
sonably prudent person to question 
whether a trial was fair and impar-
tial. Domville, 103 So.3d at 186. It is 

likely that these issues will become 
increasingly prevalent as the use of 
social media continues to expand. 

The Internet offers bound-
less opportunities for attorneys to 
advertise their services, commu-
nicate with clients and opposing 
counsel, seek advice from peers, 
research a case, and discuss the law. 
Of course, these benefits are not 
without potential pitfalls. Arming 
yourself with the knowledge to rec-
ognize these potential pitfalls will 
assist you in determining what vari-
ety of social media is right for you 
and your practice.

Mr. Frederick and Ms. Risch are princi-
pals at Eccleston and Wolf, P.C., where 
they concentrate their practices in the 
defense of professionals, primarily  
lawyers, in both civil and disciplinary 
matters. They may be reached at  
frederick@ewmd.com and 
erisch@ewmd.com, respectively.
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By Jack Blum

Almost every commerciAl website hAs terms of service or usAge intended to regulAte 

the relAtionship between the website’s proprietor And the users who visit the site. 

unfortunAtely, not every website hAs enforceable terms of service thAt will stAnd up in 

court. chAnces Are thAt if your client’s terms of service Are hidden AwAy on An obscure 

subpAge or Are Accessible only by A link tucked AwAy in fine print At the bottom of the pAge, 

then those terms will not be found to form A binding contrAct. if A website operAtor wishes 

to tAke Action AgAinst users who misuse or Abuse the site, or ensure thAt Any litigAtion 

Arising out of the website’s operAtions tAkes plAce in A locAl forum or in ArbitrAtion, it 

is essentiAl thAt the website be designed in A wAy thAt will ensure thAt its terms of service 

Are enforceAble.

Ensuring That Your Client’s Website Is Protected 
By Enforceable Terms Of Service

Offer And Acceptance 
In Cyberspace:
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Terms of service play an impor-
tant role in securing a website’s 
data and avoiding liability resulting 
from the site’s operations. While 
terms of service are unlikely to dis-
suade a hacker intent on theft or 
disruption, they do provide a way 
to take action against users engaged 
in the practice of “stripping,” in 
which an algorithm rapidly and 
repeatedly accesses every page on 
a website and downloads all of the 
site’s data for further offline analy-
sis. Stripping not only slows down 
or completely crashes a website’s 
service, but also misappropriates 
data that the website’s owner choos-
es to make available to the pub-
lic. A website that provides small 
amounts of data to consumers such 
as Facebook or Zillow may balk at a 
commercial firm or even a competi-
tor stripping all of the website’s data 
free of charge. Enforceable terms 
of service can allow a website’s 
owner to impose contractual liabil-
ity on – and perhaps seek injunc-
tive relief against – users engaged 
in stripping. Terms of service can 
also be valuable in binding users 
to exculpatory clauses, arbitration 
and forum selection provisions, and 
other contractual terms. Given that 
those users can be located anywhere 
in the United States, or indeed any-
where in the world, a website’s 
operator may face potential litiga-
tion in any number of inconvenient, 
faraway forums unless that operator 
can require users to bring litigation 
in the operator ’s jurisdiction. In 
order to do any of that, however, 
the website’s terms of service must 
first be found to form an enforce-
able contract.

While the great common law 
chroniclers Blackstone and Coke 
would not be able to comprehend 

the Internet or even understand the 
concept of a website, they would 
likely be familiar with the need 
for mutual assent that determines 
whether a website’s terms of ser-
vice will be enforced as a contract. 
Simply put, a person cannot assent 
to terms of service that he or she 
could not have reasonably viewed 
or known about. Although the 
Internet has been an important part 
of mainstream culture for roughly 
15 years, Maryland courts have not 
yet had an occasion to decide when 
a website user gives his or her 
assent to a contract in cyberspace. 
Foreign jurisdictions, both state and 
federal, however, have treated the 
need for mutual assent in the for-
mation of contracts in cyberspace 
consistently, creating a body of law 
that provides useful guidance to 
website operators and the lawyers 
who advise them.

The seminal case on the enforce-
ability of terms of service is Specht v. 
Netscape Communications Corp., 306 
F.3d 17 (2d Cir. 2002), authored by 
then-Circuit Judge Sonia Sotomayor 
before her elevation to the U.S. 
Supreme Court. In Specht, several 
consumers downloaded Netscape’s 
“SmartDownload” plug-in, only 
to discover that it kept a record 
of every file the users download-
ed. Contending that this electron-
ic “eavesdropping” invaded their 
privacy and violated two federal 
statutes, the users filed a putative 
class action against Netscape and 
its then-corporate parent, America 
Online. 

The enforceability of 
SmartDownload’s terms of service 
became a contested issue when 
Netscape moved to compel arbi-
tration of its users’ claims pursu-
ant to an arbitration clause in the 

SmartDownload terms of service. 
Starting from the black-letter prin-
ciple that mutual assent is the touch-
stone of a contract, Judge Sotomayor 
explained that the users’ acts of 
downloading SmartDownload could 
not bind them to Netscape’s terms 
of service if it was not reasonably 
clear to the users that downloading 
SmartDownload would signal their 
assent to those terms. 

To determine whether 
SmartDownload’s users had man-
ifested their assent to Netscape’s 
terms of service by download-
ing the plug-in, Judge Sotomayor 
examined the architecture and 
design of Netscape’s website. The 
top, immediately visible screen on 
the webpage from which the users 
downloaded SmartDownload con-
tained promotional material about 
SmartDownload’s benefits with a 
button labeled “Download” at the 
bottom of the screen. Only if the 
users declined to immediately click 
the “Download” button and instead 
scrolled to the bottom of the page 
would they encounter an instruction 
to review and agree to Netscape’s 
terms of service before installing 
SmartDownload. If the users simply 
clicked “Download” without explor-
ing the remainder of the page, they 
would see no reference to Netscape’s 
terms of service.

Judge Sotomayor rejected 
Netscape’s argument that the pres-
ence of a scrollbar on the side of the 
page put the users on inquiry notice 
of the admonition to review the 
terms of service at the bottom of the 
page. She also contrasted Netscape’s 
website to other sites and software 
programs that force users to affir-
matively and explicitly state their 
agreement to terms of service before 
using the website or program. Judge 
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Sotomayor found that because the 
users did not explicitly agree to the 
terms of service and no reference to 
the terms was visible on Netscape’s 
page without further investigation, 
a reasonably prudent Internet user 
would not have understood him or 
herself to be assenting to Netscape’s 
terms of service by downloading 
SmartDownload, and accordingly no 
contract had been formed.

Other cases have continued to 
adhere to the framework set forth 
by then-Judge Sotomayor in Specht. 
See, e.g., Kwan v. Clearwire Corp., No. 
C09-1392JLR, 2012 WL 32380 (W.D. 

Wash. 2012). Under this model, the 
gold standard for expressing con-
sent to a website’s terms of service 
is an explicit action by which the 
user manifests his or her agreement 
to abide by those terms, such as 
clicking a button labeled “I agree” 
before being allowed to access the 
website’s services. Such an arrange-
ment requiring the user to affir-
matively signal assent to the web-
site’s terms of usage is commonly 
referred to as a “clickwrap” agree-
ment. While a clickwrap agreement 
is undoubtedly the best practice for 
binding a website’s users to terms 

of service, it is not an absolute pre-
requisite to enforceability. Under 
the right circumstances, courts have 
enforced so-called “browsewrap” 
agreements, in which a user does 
not affirmatively register his or her 
agreement to the website’s terms of 
service, but instead manifests assent 
by simply continuing to browse the 
site. Courts have found these more 
passive browsewrap agreements to 
be enforceable where the user has 
actual or constructive knowledge of 
the agreement’s terms.

It should not be a matter of con-
troversy that an Internet user who 
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accesses a website with actual 
knowledge of the website’s terms 
of service will be found to be bound 
by those terms. Accordingly, courts 
have not hesitated to make that 
determination where the user ’s 
actual knowledge is apparent. For 
example, in Register.com v. Verio, 
Inc., 356 F.3d 393 (2d Cir. 2004), 
Verio submitted automated daily 
queries to Register, an issuer of 
Internet domain names, for new 
domain name registrants. Verio 
did not receive notice of Register ’s 
terms of service until after it sub-
mitted a query and then received 

a reply from Register containing 
a link to the terms and a notice 
that its use of Register ’s services 
was subject to those terms. Verio 
then sent e-mail marketing materi-
als for its website design services 
to each new registrant, in viola-
tion of Register ’s terms of service. 
The court explained that Verio’s 
argument that it did not agree to 
Register ’s terms of service would 
have considerable force if Verio had 
submitted only a single query, or 
even if it had submitted multiple 
queries on a merely sporadic basis. 
It held, however, that Verio’s con-

duct in submitting multiple queries 
per day demonstrated its actual 
knowledge of Register ’s terms, 
and accordingly Verio assented to 
those terms by continuing to use 
Register ’s services.

In an even more clear-cut 
case, the U.S. District Court for 
the Northern District of Texas in 
Southwest Airlines Co. v. BoardFirst, 
LLC, Civ. No. 3:06-CV-0891-B, 2007 
WL 4823761 (N.D. Tex. 2007) found 
Southwest Airlines’ browsewrap 
terms of service to be enforceable 
after Southwest sent BoardFirst, 
a company that obtained “A” 
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group early boarding passes for 
Southwest passengers, a cease-
and-desist letter explicitly noting 
the fact that BoardFirst’s opera-
tions violated the terms of service 
posted on Southwest’s website. The 
court rejected BoardFirst’s argu-
ment that its use of Southwest’s site 
after receiving the airline’s cease-
and-desist letter was not subject 
to Southwest’s terms of service. 
Indeed, in BoardFirst, LLC, there 
was “no dispute that BoardFirst 
has had actual knowledge of 
Southwest’s Terms at least since 
Kate Bell received from Southwest 
the December 20, 2005, cease-and-
desist letter in which Southwest 
informed Bell that the Terms for-
bid the use of the Southwest web-
site for commercial purposes.” 
Southwest Airlines Co. v. BoardFirst, 
LLC, Civ. No. 3:06-CV-0891-B, 2007 
WL 4823761 (N.D. Tex. 2007).

Many website proprietors may 
not want the enforceability of their 
terms of service to be dependent on 
the user’s actual knowledge. After 
all, not every site will provide the 
after-the-fact notification present in 
Register.com and most businesses 
would like their contracts to be 
enforceable before the time that a 
cease and desist letter is mailed. 
Fortunately for website operators, 
there is a middle ground between 
a full-fledged clickwrap agreement 
and a user ’s actual knowledge, 
which is constructive knowledge of 
the terms of service on the part of 
the website’s user.

Constructive knowledge of, and 
assent to, a website’s terms of ser-
vices may arise where the user has 
not affirmatively indicated his or 
her agreement to the site’s terms –
such as by clicking a button labeled 
“I agree” – and cannot be proven 

to have accessed the website with 
actual knowledge of those terms. 
The determination of constructive 
knowledge turns on whether the 
user’s assent to the terms of service 
was reasonably communicated to be 
a condition precedent to the use of 
the website. This generally depends 
on the level of notice that the user 
is given as to the existence of those 
terms. For example, in Major v. 
McCallister, 302 S.W.3d 227 (Mo. 
Ct. App. 2009), a Missouri inter-
mediate appellate court enforced 
the terms of service for a web-
site that connects consumers with 
prescreened construction contrac-
tors where a statement disclosing 
the terms of service’s existence and 
applicability was placed immedi-
ately next to the space in which 
the consumer entered his or her 
contact information. In doing so, 
the court distinguished the Second 
Circuit’s decision in Specht on the 
basis that a hyperlink to the terms 
of service in question was immedi-
ately visible without the need for 
the user to scroll down below the 
operative portion of the webpage. 
Similarly, in Fteja v. Facebook, Inc., 
841 F.Supp.2d 829 (S.D.N.Y. 2012), 
Facebook’s terms of service were 
found to form a binding contract 
on the grounds that notice of the 
terms’ existence and a link to the 
terms were displayed immediately 
underneath the link that every user 
was required to click to register for 
the site.

As these cases illustrate, the 
enforceability of a browsewrap 
terms of service agreement involves 
consideration of the design of the 
website in question. If a user is 
forced to scroll past the operative 
portion of the website to find any 
reference to the terms of service 

or the hyperlink to the site’s terms 
is otherwise not prominently dis-
played, then the terms of service 
are unlikely to be enforced. If a 
website’s only reference to its terms 
of service is a small font size hyper-
link labeled “Legal” at the bottom 
of the page, as is relatively common 
in many website layouts, then it is 
likely that there is no enforceable 
contract between that website and 
its users. Factors such as font size, 
color, and the exact phrasing and 
placement of the hyperlink to the 
terms of service are likely to be criti-
cal to determining the question of 
enforceability.

This developing law on the offer 
and acceptance process in cyber-
space creates a trade-off for website 
operators. Forcing users to man-
ifest assent through a clickwrap 
agreement can be unwieldy, par-
ticularly in today’s technological 
environment in which websites are 
increasingly accessed by tablets or 
smartphones with small screens. At 
the same time, placing sufficiently 
prominent notice of a browsewrap 
agreement to guarantee its enforce-
ment may detract from the website’s 
aesthetic design. As in many areas 
of the law, the choice of how to 
present a website’s terms of service 
will involve a weighing of business, 
design, and legal considerations in 
order to determine whether a cli-
ent’s best interests are served by 
sacrificing the website’s cohesive 
design or sacrificing the protection 
that terms of service can offer.

Mr. Blum is an associate with the law 
firm of Paley Rothman in Bethesda, 
Maryland, where he practices as a mem-
ber of the Litigation and Employment 
Law groups.
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to Safeguard employee 
perSonally IdentIfIable 
InformatIon

a maryland 
employer’s duty

By Simon J. Torres

Let’s start with a few basic truths. the first is 
that each of us has personally identifiable information 
(or Pii), including a date of birth, a social security 
number, a home address, bank account numbers, or 
“protected health information” or “Phi” with acronyms 
like hiPaa and hi-tech.
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The second is that, because we 
all have had a job our current or 
former employer has one or more of 
these forms of our PII. Think about 
it: on job applications, each of us 
have likely been asked to include our 
full name and home address. On tax 
forms or benefit applications retained 
by employers, we have likely includ-
ed our Social Security number and/
or those of our spouses or depen-
dants. Many of us have provided our 
bank account numbers and informa-
tion to be paid by direct deposit, 
now industry standard. No matter 
how much we long for the “good 
old days” of paper, this PII is most 
likely not simply written on a piece 
of paper that is locked in a cabinet. 
Rather, it is stored and saved in one 
or more electronic documents, files, 
or folders on the employer’s systems. 
One would be hard pressed to find an 
employer who does not have PII that 
is electronically stored and saved in 
some form or fashion. 

The third is that our PII is valuable, 
and not only to us. The number of 
identity theft victims increase every 
year. Stolen PII such as Social Security 
and bank account numbers are used 
by criminals to steal billions of dol-
lars and cause credit problems that 
can last for years. The Federal Trade 
Commission (FTC) lists identity theft 
as the number one complaint that 
is reported to it and other enforce-
ment agencies every year. See Federal 
Trade Commission, FTC Resources 
for Reports, Identity Theft and Data 
Security, http://www.ftc.gov/opa/
reporter/idtheft/index.shtml. The 
Maryland Attorney General keeps a 
list of reported data breaches by year 
– hundreds are listed for 2013 alone. 
Unfortunately, employer records, sys-
tems, and data collections are among 
the leading sources of identity theft.

Maryland employers must contend 
with and address these realities, both 
as a matter of “best practices” and to 
mitigate liability risk. The first step is 
to understand the laws and regula-
tions with which they must comply. 
The most well-known federal law is 
the Health Insurance Portability and 
Accountability Act, or HIPAA. HIPAA 
safeguards certain types of personal 
health information (the aforemen-
tioned PHI). It is important to note 
that HIPAA generally does not cover 
employers who are not health care pro-
viders, health plans, or other entities 
who process health insurance claims. 
However, HIPAA might still apply to 
non-health care provider employers if 
they act as administrators of a health 
plan. The scope and requirements of 
HIPAA and its regulatory progeny 
are beyond this article’s scope, but 
Maryland employers should be aware 
of whether and to what extent they are 
subject to HIPAA’s requirements, as 
penalties for non-compliance can be 
up to $1.5 million per violation. 

Another relevant federal law is the 
Fair and Accurate Credit Transactions 
Act (FACTA), which requires employ-
ers to use “reasonable” and “appro-
priate” measures to protect the con-
fidentiality of consumer information 
obtained by the employer for a “busi-
ness purpose” – such as background 
check results – when such informa-
tion is being disposed of. FACTA’s 
“disposal” provisions are an attempt 
to combat the so-called practice of 
“dumpster diving” by thieves for PII. 
Examples of “reasonable and appro-
priate” disposal measures given by 
the FTC are policies that “burn, pul-
verize, or shred papers containing 
consumer report information so that 
the information cannot be read or 
reconstructed” or “destroy or erase 
electronic files or media containing 

consumer report information so that 
the information cannot be read or 
reconstructed.” 

Maryland employers who have 
consumer PII must know, understand, 
and comply with Maryland Personal 
Information Protection Act (MPIPA), 
which protects consumer PII from 
“unauthorized access, use, modifica-
tion, or disclosure”. MPIPA requires 
that a business “that owns or licenses 
personal information of an individual 
residing in the State shall implement 
and maintain reasonable security pro-
cedures and practices that are appro-
priate to the nature of the personal 
information owned or licensed and 
the nature and size of the business 
and its operations.” Md. Code Ann., 
Com. Law § 14-3503 (West). The law 
defines “personal information” as an 
individual’s first name or first initial 
and last name in combination with 
a driver’s license number, a Social 
Security number, a financial account 
number, or an Individual Taxpayer 
Identification Number. Md. Code 
Ann., Com. Law § 14-3501 (West). The 
law, which took effect on January 1, 
2008, also sets forth reporting require-
ments for investigating and reporting 
data breaches to both the State of 
Maryland and to affected individu-
als. See Md. Code Ann., Com. Law 
§ 14-3504 (West). Although MPIPA 
does not apply to employees of a 
business, the requirements to safe-
guard employee PII and to investi-
gate/report potential breaches have 
encouraged employers to adopt best 
practices with respect to dealing with 
employee PII. 

Maryland’s Social Security Number 
Privacy Act, which took effect on 
January 1, 2006, prohibits employ-
ers from: posting or displaying an 
employee’s Social Security number; 
printing an employee’s Social Security 
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number on a security access card; 
requiring employees to transmit 
their Social Security number over the 
Internet without a secure connection 
or encryption for the number; initiat-
ing the transmission of an employ-
ee’s Social Security number without a 
secure connection or encryption for the 
number; printing an employee’s Social 
Security number on any material that 
is mailed to the individual; including 
an employee’s Social Security num-
ber in any material that is electroni-
cally transmitted to the individual, 
unless the connection is secure or the 
individual’s Social Security number is 
encrypted; or including an employee’s 
Social Security number in any mate-
rial that is transmitted by facsimile to 
the individual. Md. Code Ann., Com. 

Law § 14-3402 (West).
While the above statutes do not 

provide substantial guidance on how 
to implement PII protections, the FTC 
in 2011 published an informal guide 
for employers called “Protecting 
Personal Information: A Guide for 
Business”. According to the FTC, an 
employer can build an effective data 
security plan by focusing on five key 
principals, loosely summarized below 
with the author’s commentary inter-
spersed:

•	Principal	#1	–	“Take	stock.	Know	
what	 personal	 information	 you	
have	 on	 your	 files	 and	 on	 your	
computers.” Id. at 4-5. This prin-
cipal is important for two reasons. 
One, an employer’s ignorance of 

what is on its systems will not 
be a good excuse if those sys-
tems are breached. In fact, it will 
likely be the opposite and then 
too late to get out in front of 
the logistical, legal, and public 
relations nightmares that comes 
with a data breach. Two, knowing 
what personal information is on 
an employer’s files or equipment 
will require an inventory of those 
files and equipment, including 
computers, hard drives, remov-
able memory, portable devices, 
and digital copiers. This gives 
an employer both an invaluable 
chance to assess its data collection 
and storage practices for improve-
ment and the opportunity to take 
stock of its assets and their utility 
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to get the job done. At the very 
least, employers should quickly 
identify what files and systems 
contain the most attractive targets 
for identity theft – Social Security 
numbers, bank account numbers, 
and other financial information 
– and immediately secure those 
files and systems. Id. Be proactive.

•	Principal	#2	–	“Scale	down.	Keep	
only	 what	 you	 need	 for	 your	
business.” While seemingly self-
evident, employers have several 
important tasks competing for 
time and resources and do not 
always take the requisite time 
for internal process evaluation. 
This principal gives employers a 
chance to take a fresh look at what 
PII is necessary for their day-to-
day operations and what is not. 
An example given by the FTC is 
the use of Social Security numbers, 
which should be used only for 
“required and lawful purposes” 
such as reporting employee taxes 
and not for identifying employees 
and customers. A best practice in 

the author’s view is to discon-
tinue the use of Social Security 
numbers (truncated or other-
wise) altogether and implement 
an identification numbering sys-
tem that is completely divorced of 
Social Security numbers or other 
PII. Another suggestion by the 
FTC is the development of a writ-
ten records retention policy that 
identifies what PII or confidential 
information must be kept and for 
how long, how to keep it secure, 
and how to securely dispose of it.

•	Principal	 #3	 –	 “Lock	 it.	 Protect	
the	 information	 that	 you	 keep.” 
In order to best follow this prin-
cipal, this author suggests that 
employers develop and strictly 
adhere to a plan that incorporates 
administration, human resources, 
executive management, informa-
tion technology, and rank-and-file 
employees.

According to the FTC, there are 
four key elements to an effective 
data security plan, which should 
provide Maryland employers a 

solid foundation for their own 
data security plans: 1) physical 
security (placing paper docu-
ments and electronic files or 
equipment that has or potentially 
has PII in locked rooms or cabi-
nets and limiting access to select 
personnel who have a legitimate 
business need for such access); 2) 
electronic security (identification 
of all systems; not storing PII or 
confidential information on com-
puters with internet connections 
unless necessary; encryption and 
firewall systems; password man-
agement for sensitive documents, 
files, or folders; laptop security); 
3) employee interaction (training 
on the data security plan and pro-
tocols and on how to spot, report, 
and remedy potential security 
threats; background checks on 
those who may have access to PII; 
required employee confidentiality 
agreements); and 4) security prac-
tices of contractors and security 
providers (in sum: know who you 
are hiring, and address all security 
policies, issues, and concerns up 
front and in writing). Id. at 9-19. 

•	Principal	#4	–	“Pitch	it.	Properly	
dispose	 of	 what	 you	 no	 longer	
need.” To comply with FACTA’s 
requirement “reasonable” and 
“appropriate” disposal mea-
sures for consumer informa-
tion obtained by the employer 
for business purposes, employ-
ers must take careful measures 
in disposing of such information. 
Paper records should be shred-
ded, burned, or pulverized before 
discarding, and shredders should 
be placed near copiers or in other 
conspicuous areas. Old comput-
ers and electronic storage devic-
es should be “wiped” clean by 
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software programs specifically 
designed to do so (rather than 
a mass manual point-and-click 
“delete” that may only be super-
ficially effective). Id. 

•	Principal	#5	–	“Plan	ahead.	Create	
a	 plan	 for	 responding	 to	 secu-
rity	 incidents.” Id. at 22-23. This 
principal is largely derivative of 
Principal #3, but it is worth men-
tioning that principal’s maxim 
again: build a plan, trust that 
plan, and follow that plan. The 
focus here should be on building a 
policy that both effective and eas-
ily executable. Remember, speed 
and quick action are essential in 
the event of breach or potential 
breach. Employers must give their 
employees and agents the right 
tools to achieve both. In addi-
tion, employers must understand 
what their reporting obligations 
are to both government entities 
and affected or potentially-affect-
ed individuals. Secrecy and denial 
of such breaches will only ham-
per remediation efforts and will 
likely result in breach of MPIPA. 
Maryland employers should be 
focused, stick to the plan, and be 
transparent.

At bottom, Maryland employers 
must remember the three truths men-
tioned at the start of this article and 
build a proactive and efficient plan 
to secure the PII of their employees. 
I hope this article helps in that task, 
and I thank the Maryland State Bar 
Association for the opportunity to 
connect with its readers on this impor-
tant topic.

Mr. Torres is an associate at Thomas  
& Libowitz, P.A. in Baltimore and a  
member of the MSBA Young Lawyers  
Section Council. He may be reached at 
storres@tandllaw.com.
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The Evolving Legal 
Framework Regulating 
Commercial Data 
Security Standards

By Bret Cohen

Late one evening in December 2010, an employee of a commercial blood bank 

left his office with four backup tapes to drive them to the company’s corporate 

headquarters, just 13 miles away. According to reports, he temporarily parked his 

car and locked its doors, leaving the tapes inside. Shortly thereafter, he returned 

to find the car’s window broken and various items missing, including the backup 

tapes, a company laptop, and an external hard drive. The unencrypted backup 

tapes contained customer names, contact information, Social Security numbers, 

credit card numbers, and checking account numbers. The laptop and external 

hard drive, also unencrypted, contained passwords and other information that 

could facilitate an intruder’s access to the company’s network. The employee 

immediately filed a police report.
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This was just the beginning of the 
company’s data breach saga. Soon 
after the breach, the company was 
investigated by the Federal Trade 
Commission (FTC), which alleged that 
it had violated federal law when it 
“failed to use reasonable and appropri-
ate procedures for handling customers’ 
personal information.” In a settlement 
with the FTC, the company agreed 
to establish and maintain a compre-
hensive information security program 
and to submit to security audits by an 
independent auditor every other year 
for 20 years. See In re Cbr Systems, Inc., 
FTC File No. 112 3120 (2013).

Around the same time, one of the 
company’s customers filed a class 
action lawsuit on behalf of almost 
300,000 customers whose information 
resided on the backup tapes. After 
over a year of litigation, the company 
settled the suit by providing a two-year 
subscription to a credit monitoring ser-
vice (worth approximately $112 mil-
lion, if fully utilized), cash reimburse-
ments for demonstrated identity theft 
losses, and enhanced security mea-
sures. The company also agreed to pay 
$600,000 in attorneys’ fees and costs. 
Johansson-Dohrmann v. Cbr Systems, Inc., 
No. 12-cv-1115-MMA (BGS), 2013 WL 
3864341 (S.D. Cal. July 24, 2013).

Data breach stories like this have 
become increasingly common. In 
response, a diverse legal framework 
has emerged to regulate commercial 
data security practices, driven by 
developments in four areas: federal 
and state enforcement of general con-
sumer protection laws; state attor-
ney general enforcement of a grow-
ing body of security-specific laws; 
federal sectoral regulation of specific 
categories of personal information, 
most prominently health and finan-
cial information; and consumer class 
action litigation.

General Consumer 
Protection laws
At the federal level, the FTC brings 
enforcement actions against businesses 
that suffer breaches of certain sensitive 
categories of information – typically, 
those that can lead to consumer fraud 
or identity theft, such as Social Security 
numbers and credit card numbers – 
through its authority under Section 
5 of the FTC Act to police “unfair 
or deceptive acts or practices in or 
affecting commerce.” 15 U.S.C. § 45. 
The Commission typically proceeds 
under one of two theories. First, a 
business that fails to adopt industry-
standard security measures to protect 
these types of information commits an 
“unfair” practice causing harm to con-
sumers. Second, a business that makes 
a promise that it will keep data secure 
but then suffers a breach through inad-
equate safeguards commits a “decep-
tive” practice. Typically, an FTC inves-
tigation is precipitated by news of a 
data security breach, but often is not 
limited to the breach and comprehends 
an organization’s entire data security 
program. Similarly, many states have 
so-called “little FTC Acts” which give 
them parallel and co-extensive enforce-
ment authority.

As in the case of the blood bank, the 
FTC has resolved all public investiga-
tions to date by entering into settle-
ments requiring companies to estab-
lish a comprehensive data security 
program and to conduct and file bian-
nual, independent audits for 20 years. 
Although these settlements are not 
accompanied by any financial pen-
alty, any failure to comply with the 
settlement agreement over the next 
20 years, including through another 
data breach due to a security lapse, 
can result in a penalty of $16,000 per 
record breached. As Google learned, 
a subsequent violation can be costly, 

as it paid a $22.5 million penalty in 
2012 to settle its second Section 5 com-
plaint in two years. See Press Release, 
FTC, Google Will Pay $22.5 Million to 
Settle FTC Charges it Misrepresented 
Privacy Assurances to Users of 
Apple’s Safari Internet Browser (Aug. 
9, 2012), available at http://ftc.gov/
opa/2012/08/google.shtm. 

The FTC has not promulgated any 
formal regulations formally defining 
those data security practices that sat-
isfy the FTC Act. Instead, it issues 
complaints along with its settlements 
that indicate which of the settling 
organization’s practices it considered 
to be inadequate. It then encourages 
businesses to avoid these practices 
to avoid enforcement. Although not 
under the guise of formal regulation, 
the Commission has published guid-
ance materials that provide the gen-
eral steps it expects businesses to take 
to protect consumer information. See 
FTC, Protecting Personal Information: A 
Guide for Business, http://business.ftc.
gov/documents/bus69-protecting-
personal-information-guide-business.

State data Security laws
In addition to the significant authority 
wielded by the FTC, states have adopt-
ed a number of laws that impose secu-
rity obligations on organizations that 
handle personal information. Perhaps 
the single greatest factor influencing 
the scrutiny of organizational data 
security over the past decade is state 
enactment of breach notification laws. 
Starting with California in 2003, 50 
U.S. states and territories have adopted 
laws that typically require organiza-
tions that own or license certain sensi-
tive categories of computerized infor-
mation to notify individuals of any 
unauthorized acquisition of their infor-
mation. For example, Maryland’s law 
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requires notification “as soon as rea-
sonably practicable” after conducting 
an initial investigation if the breached 
information includes a resident’s name 
combined with an unencrypted Social 
Security number, driver’s license num-
ber, financial account number, or indi-
vidual taxpayer identification number. 
md. code, com. lAw § 14-3504. Like a 
number of other states, Maryland also 
requires notification to the Office of the 
Attorney General. These notices, which 
often are picked up by the media, 
invite regulatory scrutiny and moti-
vate organizations to take proactive 
steps to improve their security prac-
tices and avoid the reputational harm 
and expense of a breach. 

Other state laws more directly regu-
late security practices. Maryland, simi-
lar to the FTC standard, requires busi-
nesses that own or license sensitive 
categories of personal information to 
“implement and maintain reasonable 
security procedures and practices that 
are appropriate to the nature of the per-
sonal information owned or licensed 
and the nature and size of the business 
and its operations,” and to enter into 
contracts holding service providers to 
the same standard. Id. § 14-3503. And 
when destroying customer records 
containing sensitive personal informa-
tion, businesses must “take reasonable 
steps to protect against unauthorized 
access to or use of the personal infor-
mation.” Id. § 14-3502. 

The Maryland Attorney General has 
enforced these laws. In 2009, the AG’s 
office, along with 41 other attorneys 
general, entered into a $9.75 million 
settlement with retailer TJX Companies 
based on a breach that allowed hackers 
to steal customers’ unencrypted credit 
card information. See Press Release, 
Md. Att’y Gen., Attorney General 
Gansler Reaches Settlement with 
TJX Companies, Inc. (June 23, 2009), 

available at http://oag.state.md.us/
Press/2009/062309.htm. Smaller busi-
nesses have not been overlooked; in 
2010, Mid Atlantic Processing entered 
into a $20,000 settlement for discard-
ing business records containing Social 
Security numbers, cancelled checks, 
and other sensitive personal informa-
tion in a Dumpster rather than using 
more secure methods. See Press Release, 
Md. Att’y Gen., Attorney General 
Settles with Mid Atlantic Processing 
(May 10, 2010), available at http://oag.
state.md.us/Press/2010/051010.htm. 
Most recently, in August 2013, CVS 
Pharmacy agreed to pay $250,000 to 
settle claims that, among other things, 
it improperly disposed of records con-
taining sensitive health information in 
open Dumpsters. See Press Release, 
Md. Att’y Gen., AG Gansler Reaches 
Settlement with CVS Pharmacy over 
Improper Disposal of Patient Records, 
Inappropriate Sale of Expired Products 
(Aug. 28, 2013), available at http://oag.
state.md.us/Press/2013/082813.html. 

Some states have adopted more 
granular data security regula-
tions. The most far-reaching are the 
Massachusetts Standards for the 
Protection of Personal Information 
of Residents of the Commonwealth, 
which became effective in 2010. 201 
CMR § 17.00. The Massachusetts 
Standards are significantly more 
detailed than other state laws or regu-
lations that merely require businesses 
to implement “reasonable security 
procedures and practices,” such as 
Maryland’s, containing sector-neutral 
data security requirements consistent 
with FTC guidance.

Under the regulation, entities 
that own or license sensitive cate-
gories of personal information of 
Massachusetts residents – defined 
similarly to the information covered 
under Maryland’s data security laws 

– are required to document and imple-
ment a comprehensive information 
security program to protect hard copy 
and electronic records. While the secu-
rity program can be tailored to the size 
and scope of business, the program 
must meet certain minimum require-
ments. These include designating an 
employee in charge, conducting regu-
lar risk assessments, overseeing ser-
vice providers, and adopting certain 
technical security requirements such 
as encrypting all covered information 
stored on laptops or other portable 
devices. The state can seek an injunc-
tion, the reasonable costs of investiga-
tion and litigation, and a civil penalty 
of up to $5,000 per violation.

The Massachusetts Attorney 
General takes the position that the 
Standards apply to companies located 
outside of the state who collect per-
sonal information from Massachusetts 
residents. Therefore, non-Massachu-
setts organizations still may be sub-
ject to the regulations if they collect 
information about Massachusetts resi-
dents, although to date the regulations 
have not been enforced outside of 
the state. As with Calfornia’s first-
in-class breach notification law, the 
Massachusetts Standards may be the 
template for future regulation in other 
states, and in any event they gener-
ally align with the FTC’s de facto data 
security standards. Therefore, even 
non-Massachusetts organizations 
should think consider designing a 
data security program compliant with 
the Massachusetts Standards.

Federal Sectoral laws
A handful of federal laws regulate 
commercial data security in specific 
industry sectors, but the most com-
prehensive ones are those embodied 
in the Health Insurance Portability 
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and Accountability Act (HIPAA) and 
Gramm-Leach-Bliley Act (GLBA). 

HIPAA directly regulates the col-
lection and use of health information 
by health plans, health care provid-
ers, and health care clearinghouses. 
Among HIPAA’s requirements is its 
Security Rule, which prescribes specific 
administrative, physical, and technical 
measures that covered entities must 
adopt to protect electronic health infor-
mation. 45 C.F.R. Part 164, Subpart C. 
The Security Rule is the most compre-
hensive data security regulation in the 
United States, and generally reflects 
specific industry-leading data security 
standards. Regulated entities that vio-
late the Security Rule are subject to 
tiered penalties of $100 to $50,000 per 
violation depending on their level of 
knowledge or willfulness, with a cap of 
$1.5 million per calendar year for mul-
tiple violations of identical provisions. 
In addition, similar to the state breach 

notification laws, HIPAA’s Breach 
Notification Rule requires notification 
following a breach of unsecured pro-
tected health information. Id. Subpart D.

While HIPAA primarily focuses on 
the regulation of entities in the health 
care industry, a recent overhaul of its 
regulations greatly expands the stat-
ute’s reach to health care providers’ 
business associates. As of September 
23, 2013, most persons or business-
es that provide services to HIPAA-
covered entities involving access to or 
storage of protected health informa-
tion are directly subject to the Security 
Rule and the Breach Notification Rule. 
This includes, for example, attorneys 
and accountants who access or store 
protected health information in their 
provision of services, and providers of 
passive data storage solutions. These 
business associates now must, among 
other new requirements, perform 
periodic HIPAA security risk assess-

ments, adopt HIPAA security policies 
and procedures, and enter into written 
agreements with subcontractors incor-
porating similar HIPAA requirements.

GLBA requires covered “finan-
cial institutions” – organizations that 
offer consumer financial products or 
services such as loans, financial or 
investment advice, or insurance – to 
adopt a comprehensive data security 
program. 15 U.S.C. § 6801(b). Specific 
requirements are detailed in the rules 
of the many federal and state regu-
lators with authority over covered 
institutions. But similar to HIPAA, all 
generally require that financial insti-
tutions implement administrative, 
technical, and physical safeguards to 
secure customer information. 

Banks, insurers, and other traditional 
financial institutions are not the only 
entities subject to GLBA; the data secu-
rity requirements also apply to other 
individuals or organizations based on 
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the offering of financial products or ser-
vices to consumers. This includes check-
cashing businesses, mortgage brokers, 
real estate appraisers, retailers that issue 
credit cards, and the lending arms of 
universities and vehicle manufacturers.

Consumer Class  
action litigation
Perhaps the biggest source of data 
security legal risk in the last couple of 
years has been consumer class action 
litigation. It is not particularly contro-
versial that organizations may be lia-
ble for fraud or identity theft damages 
directly resulting from a data breach. 
Those types of claims, however, typi-
cally have not translated to the class 
action context, given the need to prove 
individualized damages. Even so, the 
past few years have seen a dramatic 
increase in the number of class action 
lawsuits filed against businesses who 
report a breach. Most of these claims 
are not based on any theory that the 
purported class suffered any actual 
damages, but rather that they are enti-
tled to some sort of compensation for 
the loss of their personal information, 
or because they incurred costs to pro-
tect against possible fraud or identity 
theft that might result. 

The majority of class actions based 
on data security breaches have been 
dismissed, for lack of standing or 
failure to state a claim, because the 
plaintiffs could not allege that they 
were harmed by the breach. See, e.g., 
Reilly v. Ceridian Corp., 664 F.3d 38 (3d 
Cir. 2011). Some more recent opinions, 
however, have begun to chip away at 
that reasoning. For example, courts 
have held that plaintiffs can proceed 
in data breach suits based on argu-
ments that subscriber fees incorporat-
ed unfulfilled data security benefits, 
or that costs to mitigate the risk of 

identity theft were reasonable in light 
of demonstrated identity theft affect-
ing others. See Resnick v. Avmed, Inc., 
693 F.3d 1317 (11th Cir. 2012); Anderson 
v. Hannaford Bros., 659 F.3d 151 (1st 
Cir. 2011). Once plaintiffs are able to 
defeat a motion to dismiss, defendants 
are more likely to settle, which in turn 
increases the incentive to bring claims 
based on just about any data breach. 
Therefore, any organization preparing 
to report an incident under the breach 
notification laws should prepare itself 
for the possibility of a lawsuit.

Data security strategies used to focus 
on protecting the crown jewels: an orga-
nization’s intellectual property, trade 
secrets, and business records. While 
that still should be a primary goal of 
any security program, the significant 
legal risks related to the protection of 
regulated personal information need 
to be considered as well. As a starting 
point, here are five steps organizations 
can take to mitigate these risks:

1.	Take	 an	 inventory	 of	 regulated	
information. The first step to 
determining what risks exist is 
knowing what information the 
organization maintains, and 
where that information is located.

2.	Design	and	conduct	regular	secu-
rity	risk	assessments. A common 
thread of all of the security-related 
legal requirements is the ongoing 
assessment and management of 
risk. While it may require an initial 
investment, proactive identifica-
tion of and reaction to these risks 
is much cheaper than handling 
breaches after the fact. For smaller 
organizations without vast stores 
of regulated data, this does not 
need to be a significant undertak-
ing; there are off-the-shelf mate-
rials and audit criteria that can 

help guide assessment efforts. But 
regardless of size, organizations 
should consider conducting these 
assessments under the direction 
of counsel, to preserve privilege 
in case the assessment reveals any 
risk that later leads to a breach.

3.	Regularly	 train	 employees	 on	
data	 security. While IT staff 
responsible for security operations 
should receive the most robust 
training, countless breaches have 
occurred through the actions of 
normal employees, from clicking 
on a virus in an email to losing a 
thumb drive containing sensitive 
information. Therefore, employ-
ees should be trained on the com-
pany’s data security policies when 
they first join the organization and 
then on a periodic basis thereafter.

4.	Incorporate	 data	 security	 into	
vendor	management	procedures. 
Organizations are increasingly 
outsourcing data processing oper-
ations to service providers, so a 
key to maintaining an acceptable 
level of risk is conducting reason-
able diligence of these providers, 
and including security-specific 
terms into contracts.

5.	Consider	 cyber	 risk	 insurance. 
Despite best intentions, some data 
security breaches cannot be avoid-
ed and may not be covered under 
standard Commercial General 
Liability policies. Therefore, com-
panies should speak with their bro-
kers about the availability of cyber 
risk insurance, which can help fill 
some of the gaps in coverage.

Mr. Cohen practices in the Privacy and 
Information Management group at the 
law firm of Hogan Lovells and blogs 
about data privacy and cybersecurity 
issues at hldataprotection.com. He may be 
reached at bret.cohen@hoganlovells.com.
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By Ira E. Hoffman

In a recent report, McAfee, the computer security company, estimated 
that the cost of global malicious cyber activity ranged from $300 billion 
to $1 trillion. center for strAtegic And int’l studies, the econ. impAct of 

cybercrime And cyber espionAge 5 (2013). In computing this broad estimate, 
the authors examined a number of categories of such activity, e.g., theft of 
intellectual property and confidential business information; possible stock 
manipulation; opportunity costs for service and employment disruptions; 
the additional cost of securing networks, insurance, and recovery from 
cyber attacks; and reputational damage. Id at 3. But the McAfee report 
addresses only the cost of cyber attacks on the private sector. 

International Cooperation 
in Combating Cyberthreats 
and U.S. Law
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To gauge the impact of cyber attacks 
on public sector institutions, one need 
only start with Estonia, where, in 
April 2007, the first series of sustained 
Distributed Denial-of-Service cyberat-
tacks, lasting 22 days, were launched. 
The attacks, which were unprecedent-
ed in scope and persistence, flooded 
computer, servers, routers and web-
sites supporting government minis-
tries, political parties, banks, inter-
net service providers (“ISPs”) and 
telecommunications companies, and 
blocked legitimate users. Because of 
Estonia’s high dependence on infor-
mation technology (“IT”) but inad-
equate IT infrastructure, the attacks 
effectively “crippled” the country. 
See chArles doyle, cong. reseArch 
serv., rs20830, cybercrime: A sketch 
of 18 u.s.c. 1030 And relAted federAl 
criminAl lAws 7-8 (2008). NATO and 
the United States scurried to send 
computer security experts to Estonia 
to help the country recover from 
the attacks; to analyze the methods 
used; and to attempt to ascertain the 
source(s) of the attacks. Id. at 7.

Given the volume, duration and 
timing of the attacks, Estonian officials 
initially blamed Russia. The investi-
gators concluded, however, that the 
incidents were not concerted attacks, 
but the product of the collective anger 
of numerous, albeit unaffiliated, hack-
ers. Specifically, data showed that the 
sources of the attacks were dispersed 
over many countries, rather than con-
centrated in a few locations; that the 
computer code that caused the attacks 
was posted and shared in numerous 
Russian-language chat rooms; that 
there was no apparent attempt to cause 
extensive damage, except to internet 
resources; and that were no extortion 
demands. Id. at 8. Still, the realization 
that cyberattacks could threaten the 
national security of an entire country 

was a “true wake-up call for NATO,” 
including its leading member, the 
United States. vincent Joubert, five 
yeArs After estoniA’s cyber AttAcks: 
lessons leArned for nAto?, 1, nAto 
def. coll., res. pAper no. 76 (2012), 
available at http://www.ndc.nato.int/
news/current_news.php?icode=394, 

In the aftermath of the attacks 
on Estonia, two distinctly different 
types of international actors learned 
apparently very different lessons. The 
United States and its allies learned 
that cooperation by like-minded coun-
tries and their private sectors was 
critical for combating cyberthreats. 
See, e.g., Jack Goldsmith, Cybersecurity 
Treaties: A Skeptical View in future 
chAllenges in nAt’l security And 
lAw 6 (Peter Berkowitz, ed., 2011) 
(stating that the U.S. Government’s 
“recent foray into international nego-
tiation on [combating cyberattacks] 
appears to reflect a judgment that it 
cannot adequately protect its critical 
infrastructure and other digital assets 
without international cooperation”); 
the white house, int’l strAtegy for 
cyberspAce: prosperity, security, And 
openness in A networked world 3 
(2011) (“The world must collectively 
recognize the challenges posed by 
malevolent actors’ entry into cyber-
space, and update and strengthen our 
national and international policies 
accordingly.”). 

On the other hand, U.S. adversar-
ies, whether foreign governments or 
non-State actors, realized that focused, 
persistent cyber attacks that were 
designed to make attribution difficult, 
if not impossible, could be a low-cost, 
but highly disruptive tool or weapon. 
In other words, cyber attacks since 
Estonia are proliferating, if for no 
other reason than their means are 
becoming “less expensive and easier 
to acquire and use.” William Banks, 

The Role of Counterterrorism Law in 
Shaping ad Bellum Norms for Cyber 
Warfare, 89 int’l l. stud. 157, 159 
(2013) (citations omitted). Indeed, 
when targeted at powerful countries 
like the United States, cyber intrusions 
offer a “model application of asym-
metric warfare, where adversaries 
much weaker in conventional terms 
exploit vulnerabilities in the stronger 
foe. The asymmetric attackers are fur-
ther advantaged by the fact that they 
may mask their identity and location, 
at least temporarily, and avoid imme-
diate attribution and response to the 
attacks.” Id. at 159. 

Since “most cybersecurity incidents 
are transnational in nature,” kristin 
m. finkleA, cong. reseArch serv., 
r41927, the interplAy of borders, turf, 
cyberspAce And Jurisdiction 6 (2012), 
the purpose of this article, then, is to 
explore how existing international law 
applies to cyberthreats; how U.S. law 
applies to cross-border cyberthreats; 
and how the United States could bet-
ter promote international cooperation 
to combat cyberthreats. 

How Existing Customary 
International law applies 
to Cyberthreats
To begin with, international law is 
comprised principally of two sources 
of rules: (1) “customary international 
law,” which is defined as the corpus of 
doctrines resulting from the “general 
and consistent practice of states fol-
lowed by them from a sense of legal 
obligation,” restAtement (third) of the 
foreign relAtions lAw of the united 
stAtes § 102 (1987); and (2) interna-
tional agreements, such as treaties or 
conventions. Id. 

Given that the technology that has 
given rise to cyberspace is only a few 
decades old and is rapidly evolving, 
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it is no wonder that an “international 
group of experts,” who were invited 
to compile a comprehensive report 
on the applicability of international 
law to cyber warfare by the NATO 
Cooperative Cyber Defense Center 
of Excellence in Tallinn, acknowl-
edged that it is “sometimes difficult to 
definitively conclude that any cyber-
specific customary international law 
norm exists.” tAllinn mAnuAl on the 
internAtionAl lAw ApplicAble to cyber 
wArfAre 5 (Michael N. Schmitt ed., 
2013). Still, the Tallinn experts unan-
imously agreed that “general prin-
ciples of international law applied to 
cyberspace.” Id. at 13. 

Indeed, achieving a consensus 
understanding of the international 
law of cyber threats is complicated by 
some of the unique attributes of cyber-
space. For example, timely “attribu-

tion of an attack and even threat 
identification can be very difficult. 
As a result, setting the critical norma-
tive starting point in the UN Charter 
and laws of armed conflict—the line 
between offense and defense—is elu-
sive, particularly taking into account 
the possibilities afforded by cyber 
‘active defenses.’” Banks, supra, 89 
int’l l. stud at 161. 

In the view of the United States, 
however, the development of norms 
for state conduct in cyberspace “does 
not require a reinvention of customary 
international law, nor does it render 
existing international norms obso-
lete.” the white house, int’l strAtegy 
for cyberspAce: prosperity, security, 
And openness in A networked world 9 
(2011), available at http://www.white-
house.gov/sites/default/files/rss_
viewer/international_strategy_for_

cyberspace.pdf. In other words, the 
U.S. posits that longstanding interna-
tional norms guiding state behavior—
in times of peace and conflict—”also 
apply in cyberspace.” Id. Nonetheless, 
the U.S. recognizes that “unique attri-
butes of networked technology require 
additional work to clarify how these 
norms apply and what additional 
understandings might be necessary to 
supplement them. We will continue to 
work internationally to forge consen-
sus regarding how norms of behavior 
apply to cyberspace ….” Id. 

Still, international law does little 
to thwart cyber-intrusions and, as 
many observers believe, that is not 
likely to change. See, e.g., Michael J. 
Glennon, State-level Cybersecurity: The 
Missing Link in the Battle Against Global 
Botnets, policy review No. 171 (Feb. 12, 
2012). For one thing, the United States 
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and its allies have long argued that 
the current rules of international law 
limit only “armed” attack — violence 
involving “kinetic” effects, not cutoffs 
of foreign aid, trade boycotts, travel 
bans, or other acts that might have the 
same effects as an armed attack. That 
interpretation is now widely accepted 
and, as Glennon argues, “[f]ew will be 
persuaded if the United States and its 
newly vulnerable allies now reverse 
course and contend that it’s really 
an attack’s effects that count, not the 
means.” Id. 

Moreover, it is questionable wheth-
er new international legal rules on 
cyberattacks are possible because 
compliance could not be verified, 
since verification requires the ability to 
identify transgressors. Id. As Glennon 
adds, it is unlikely that customary 
norms applicable to cyberspace will 
emerge from ad hoc state practice, as 
they did long ago concerning diplo-
matic immunity and freedom of the 
seas because nations’ cyber-behavior 
is “veiled in secrecy, which makes 
it extremely difficult, if not impos-
sible, to find any dots to connect.” Id. 
Indeed, since malicious cyber activity 
and its sponsor are usually concealed, 
“verification of compliance is impos-
sible, so too is deterrence and effec-
tive legal regulation.” Id. In short, 
no verifiable international agreement 
“can regulate the covert writing or 
storage of computer code useful for 
launching a clandestine cyber attack. 
Michael J. Glennon, The Dark Future of 
International Cybersecurity Regulation, 6 
J. nAt’l sec. l. & pol’y 563, 564 (2013).

How Existing International 
agreements apply to 
Cyberthreats
To date, the only relevant treaty is 
the Council of Europe Convention 

on Cybercrime, otherwise known as 
the Budapest Convention, which is 
intended to, inter alia, harmonize the 
Parties’ domestic laws against cyber-
crime and improve international coop-
eration on investigations and enforce-
ment. Council of Europe, Convention 
on Cybercrime, Nov. 23, 2001, ETS 
No. 185, TIAS 13174. Although it has 
entered into force for almost all mem-
bers of the Council of Europe, it has 
been ratified by only five countries 
outside of Europe – Australia, the 
Dominican Republic, Japan, Mauritius, 
and the United States – and has never 
been signed by Russia, China or any of 
the other countries from which most 
cross-border cyber attacks have been 
launched. In other words, the Budapest 
Convention is limited in both scope 
and breadth of support beyond the 
NATO countries. Whether a broader, 
more widely accepted treaty could 
more effectively constrain international 
cyberattacks is doubtful, however, and 
none is on the horizon. 

How u.S. law applies to 
Cyberthreats from abroad
Given the relative recency of the 
Internet, it was not until 1991 that 
the United States entered into its 
first international agreement that 
was expressly intended to coordi-
nate cybersecurity measures. See 
Memorandum of Understanding 
on Cooperative Research, 
Development and Demonstration 
of Internetworking Technologies to 
Improve Communications Systems 
Network Interoperability, Oct. 22, 
1991, TIAS 13174 (consisting of nine 
NATO members). That was the 
only cyber treaty until 2000, when 
the United States entered into the 
Memorandum of Understanding for 
Interoperable Networks for Secure 

Communications, Oct. 31, 2000, TIAS 
(consisting of eight NATO members). 

Finally, the United States ratified 
the Budapest Convention in 2005. 
But, as indicated above, the Budapest 
Convention is aimed at resisting and 
detecting criminal activities in cyber-
space, and neither it nor any other 
treaty provisions directly deal with 
cyber warfare. See tAllinn mAnuAl 5.

In light of the fact that no treaty 
provisions deal directly with cyber 
warfare and that cyber-specific cus-
tomary international law is only in 
an incipient state, the first issue that 
arises in connection with “interna-
tional cooperation” under U.S. law 
is the legal nature of the “coopera-
tion,” i.e., whether the legal frame-
work will be a “treaty,” a military 
“alliance,” or another international 
commercial “agreement,” and wheth-
er such agreement requires ratification 
by two-thirds of the Senate under the 
Treaty Clause, u.s. const. art. II, § 2, 
cl. 2, or may be approved by a majori-
ty vote in each house of Congress, as a 
“congressional-executive agreement.”

Indeed, that question – i.e., what 
form of agreement? – raises “complex 
issues” of constitutional interpreta-
tion, Made in the USA Found. v. United 
States, 242 F.3d 1300, 1302 (11th Cir. 
2001), that the Supreme Court has 
never resolved. Id. at 1305 (stating that 
the Supreme Court has “never   seen 
fit to address the question of what 
exactly constitutes and distinguishes 
‘treaties,’ as that term is used in Art. II, 
§ 2, from ‘alliances,’ ‘confederations,’ 
‘compacts,’ or ‘agreements,’ as those 
terms are employed in Art. I, § 10”). 

Still, it is well-settled that the 
President has the authority to enter 
into an international agreement 
that is binding on the United States. 
See, e.g., Ludecke v. Watkins, 335 U.S. 
160, 173 (1948) (the President is the 
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nation’s “guiding organ in the con-
duct of our foreign affairs,” in whom 
the Constitution vests “vast powers in 
relation to the outside world”). 

Using that authority, the U.S. 
Department of Homeland Security’s 
National Cyber Security Division 
(NCSD) is an active member of a 
collaborative effort among Australia, 
Canada, New Zealand and the U.K.; 
NCSD’s U.S. Computer Emergency 
Readiness Team (US-CERT) partici-
pates in the Organization of American 
States’ Inter-American Committee 
Against Terrorism cybersecurity work-
shop; and is active in the Meridian 
Conference, which provides a forum 
for countries to share information 
relating to cybersecurity initiatives, 
critical infrastructure protections 
issues, and lessons learned to improve 
global cybersecurity infrastructure. 
dep’t of homelAnd security, office of 
inspector gen. no. oig-12-112, dhs 
cAn strengthen its internAtionAl 
cybersecurity progrAms 6 (Aug. 2012) 
(redacted version). 

Canada has long been the clos-
est ally of the United States. Indeed, 
Canada is part of the U.S. indus-
trial base, and in February 2011 the 
United States and Canada signed the 
Beyond the Border declaration, which 
focuses on information sharing and 
joint threat assessments to develop a 
common and early understanding of 
the threat environment; infrastructure 
investment to accommodate contin-
ued growth in legal commercial and 
passenger traffic; integrated cross-bor-
der law enforcement operations; and 
integrated steps to strengthen shared 
cyber-infrastructure. 

Similarly, Federal law enforcement 
has already taken steps to network 
with other federal, state, local, and 
international partners. This model has 
been used for decades to combat more 

traditional crime, and it has more 
recently been used to combat cyber-
crime. See, e.g., kristin m. finkleA, 
cong. reseArch serv., r41927, the 
interplAy of borders, turf, cyberspAce 
And Jurisdiction: issues confronting 
u.s. lAw enforcement 26 (2012). For 
instance, the FBI began embedding 
agents with international law enforce-
ment partners in Romania in 2006 
in order to target cyber criminals, 
and the FBI collaboration has since 
been expanded to countries including 
Estonia, Ukraine, and the Netherlands. 
Id. These partnerships have proved 
beneficial in investigating and pros-
ecuting transnational criminals. Id. See 
also, e.g., DoD, Defense Industrial Base 
(“DIB”) Voluntary Cyber Security 
and Information Assurance (CS/IA) 
Activities, 78 Fed. Reg. 62430 (Oct. 
22, 2013) (to be codified at 32 C.F.R. 
Pt. 236).

u.S. Strategies for 
Improving International 
Cooperation against 
Cyberthreats
In the internAtionAl strAtegy, supra, 
the United States stated that it is com-
mitted to fostering an “open, interop-
erable, secure and reliable cyber-
space,” which depends on “nations 
recognizing and safeguarding that 
which should endure, while con-
fronting those who would destabilize 
or undermine our increasingly net-
worked world.” int’l strAtegy at 3. 
An effective strategy, the U.S. states, 
“will require action on many fronts, 
with shared responsibility at every 
level of society, from the end-user up 
through collaboration among nation-
states.” Id. at 8. 

To achieve the objective of reduced 
vulnerability, the U.S. continues: 

will require robust technical stan-
dards and solutions, effective inci-
dent manage ment, trustworthy 
hardware and software, and secure 
supply chains. Risk reduction on a 
global scale will require effective 
law enforcement; internationally 
agreed norms of state behavior; 
measures that build confidence 
and enhance transparency; active, 
informed diplomacy; and appro-
priate deterrence. Finally, incident 
response will require increased col-
laboration and technical informa-
tion sharing with the private sector 
and international community. This 
work cannot be fully addressed by 
any single nation or sector alone; 
it is a responsibility and duty that 
every nation, and its people, all 
share. 

Id. at 9.

Conclusion
Given that most cyberattacks are inter-
national, the need for effective inter-
national cooperation in combating 
cyberthreats is growing every day. In 
light of the Tallinn Manual’s conclu-
sion that customary international law 
applies to cyber warfare, the prece-
dent of the Budapest Convention, and 
the U.S. strategy of being committed 
to working closely with like-minded 
nations and their private sectors to 
strive for an open, secure networked 
world, there is hope that international 
cooperation can mitigate, if not elimi-
nate, cyberthreats. 

Mr. Hoffman is a Principal in the 
Cybersecurity, Government Contracts and 
International Practice Groups at Offit 
Kurman, P.A., and is a member of the 
CyberMaryland Advisory Board. He may be 
reached at ihoffman@offitkurman.com.
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Chances are the client websites 

under your purview are 

complex and collect personal 

information of users. This guide will assist 

you in reviewing your clients’ websites from 

the perspective of privacy and information 

security, and develop an improvement plan 

based upon your findings.

By Michael Cochran

A LAwyer’s 
Guide to 
PrivACy And 
informAtion 
seCurity 
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websites
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What is Privacy?
First, it is important to have an under-
standing of privacy as it pertains to 
websites. Privacy is the governance of 
personal information—how it is col-
lected, used, stored, communicated, 
and disposed. Information security 
involves protecting this information 
from unwanted access. Although cor-
porate privacy officers and information 
security officers have different respon-
sibilities, they must work together in 
order to achieve their goals. This guide 
will address issues from both perspec-
tives to support the creation of an 
improvement plan.

What is Personal 
Information?
Personal information includes any-
thing that may help identify an indi-
vidual. Here are several general cat-
egories of personal information:

•	Identification: This includes infor-
mation used as identifiers, includ-
ing names (that is, real-world 
identity) and usernames (or, online 
identities, including pseudonyms). 
Identification information also 
includes indirect identifiers such as 
customer numbers, account num-
bers, and Social Security numbers.

•	Contact: Email address, physical 
address, telephone number, or any 
other means to communicate with 
the individual.

•	Location: The individual’s location 
and presence in that location. This 
could include their past, current, or 
future physical location (e.g., rep-
resented as a postal address, GPS 
coordinates, or other locator), or 
electronic location (e.g., IP address, 
Wifi, or other local network identi-
fier).

•	Communications: The individu-
al’s communications with others, 

including interactions that form 
indirect communications. This 
could include emails, web form 
postings (including search terms), 
blog comments, and other forms of 
electronic messages.

•	Demographic: This could include 
information used to characterize 
or categorize individuals, such as 
race, religion, nationality, or other 
affiliations, and even more rou-
tine information such as whether 
the individual has certain types of 
pets, is registered with a political 
party, or is a known charity donor.

•	Psychographic: The individu-
al’s personality, values, attitudes, 
interests, and lifestyles.

•	Audio	 and	 Video Recordings of 
their voice or they have created, 
as well as still or moving pictures 
in which they are represented or 
have created.

•	Education,	 Financial,	 Health,	
Employment,	 Transactions:	 This 
may include any information 
describing the individual’s history 
and characteristics.

Website Privacy analysis
In today’s world, websites often have 
many pages. It is important to become 
familiar with the websites, and engage 
them in an organized way so that you 
do not miss pages that collect or dis-
play personal information. It is also 
important to understand the organi-
zation of the website and the third 
parties involved. One way to do this 
is to inventory the URLs (the address 
of the page) you encounter. For exam-
ple, from MSBA’s homepage, http://
www.msba.org/, you may login to 
FastCase and find yourself at https://
apps.fastcase.com/Research/Pages/
Start.aspx. By looking at the URLs, 
you may determine that you have left 

the MSBA domain, and are now on 
FastCase’s website. However, the user 
may not be aware that they have left 
the MSBA, and that the information 
collected by FastCase is not governed 
by the MSBA’s terms and conditions 
of use. In cases where it may not be 
clear to the user that they are about to 
leave the client’s domain, they should 
be notified (e.g., an interstitial popup 
window stating “Clicking this link will 
take you to a page where our Privacy 
Statement and Terms of Use no longer 
apply.”)

notice
Most privacy law requires notice to the 
user regarding a website owner’s col-
lection, use and disclosure of personal 
information. See 45 CFR 164.520;	 15 
U.S.C. § 6801;	EU	Directive 95/46/EC - 
The Data Protection Directive, Art. 10; 
US-EU Safe Harbor notice requirement 
at http://export.gov/safeharbor/eu/
eg_main_018476.asp. Accordingly, cli-
ents should have a carefully drafted 
privacy statement that reflects their 
practices regarding the collection, use 
and sharing of personal information. 
This statement serves in effect as an 
agreement between the website owner 
and the user. It should be accessible via 
a hyperlink on every page of the web-
site, including on pop-ups. This notice 
should include the following:

•	Introduction: Inform the user 
about the topics to be included in 
the privacy statement, the scope of 
applicability, and the controlling 
legal entity.

•	Effective	 Date: Include the effec-
tive date of the notice and also 
address how updates are man-
aged.

•	Information	 Collection: Detail all 
the ways the website collects user 
information.
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•	Use	 of	 Information: Describe all 
the uses of personal information 
and detail the parties with whom 
the information may be shared and 
the circumstances that govern such 
sharing.

•	Cookies	 and	 Tracking: Describe 
the passive information collection 
techniques employed by the web-
site, including use of cookies, ana-
lytics services, online advertising, 
and trackers.

•	Information	 Correction	 and	
Access: Explain the process by 
which a user may gain access 
to and possibly correct personal 
information that may have been 
collected through the website.

•	Security: Describe the ways user 
information is protected from 
unauthorized access.

•	Children: Address the website’s 
intended audience, and how infor-
mation about children would be 
managed.

•	Outside	 Links: Inform the user 
that the website contains links to 
other sites where the privacy state-
ment and terms of use do not 
apply.

•	Contact: Include the physical 
address, email address, and tele-
phone number of the controlling 
legal entity.

Pages that actively Collect 
Personal Information
Active collection of personal informa-
tion can occur on pages that, for exam-
ple, provide a search function, a form 
to contact the company, a newsletter 
subscription offer, website registration 
or account management, or blog or 
comments fields. 

The first imperative on these pages 
is security. When personal informa-
tion is being actively collected on a 

page, the delivery mechanism must 
provide protection from unauthorized 
access. The simplest way to achieve 
this is by delivering the page through 
“https” (Hypertext Transfer Protocol-
Secure), which when implemented 
will encrypt the transmission from the 
user to the website. Look at the page 
URL. This page provides encryption 
– https://www.msba.org/members/
Dues/dues.asp, while this one does 
not – http://www.msba.org/. If I am 
paying my MSBA dues while access-
ing the Internet at Starbucks on their 
wifi network, a hacker sitting across 
the room from me would not be able 
to “sniff” my credit card information 
because the page is delivered through 
https. However, if I use the search 
function on the MSBA homepage, the 
hacker could detect my search terms 
because the page is only delivered 
through http.

Generally, the more personal infor-
mation a website collects, the great-
er the legal liability of the client. See 
Maryland Code, Commercial Law 
Article § 14-3508; 42 U.S.C. § 1320d-
5; FTC/Google enforcement action at 
http://www.ftc.gov/opa/2012/08/
google.shtm. Therefore, the client 
should strive to limit information col-
lection to that which is necessary for 
business purposes. Here are some 
things to look for when websites col-
lect personal information:

•	Consent: In some contexts, you 
should obtain the consent of the 
user before or at the point of collec-
tion of personal information. One 
way to provide this function is by 
requiring the user to check a box, 
and by including appropriate lan-
guage, such as “by checking this 
box, you agree that the informa-
tion you submit may be processed 
in accordance with our Privacy 
Statement and Terms of Use.” 

There should also be a mechanism 
whereby failure to check the box 
results in no collection of personal 
information.

•	Required	Fields: Websites may col-
lect certain information for second-
ary purposes, such as marketing or 
analytics. When this information 
is not necessary to process a direct 
user request, review whether the 
website indicates which fields are 
required, and if such differentia-
tion is appropriate.

•	Open	Text	Fields: One may often 
encounter a comment field on a 
“contact us” page. Look for these 
free text input fields, and review 
the guidance that the website pro-
vides users as to what kinds of 
information should and should not 
be submitted (e.g., informing users 
not to submit sensitive personal 
information on a routine customer 
service form).

•	User	 Name	 and	 Password: Many 
websites allow a user to register 
with the website to access certain 
pages or to engage in commerce 
or other interaction. It is important 
to look for the following security 
measures:

• Password requirements should 
be adequately complex. A com-
mon minimum is eight charac-
ters, including a combination 
of uppercase and lowercase 
letters, numbers, and special 
characters (e.g., &, @, #, etc.). 
The strength, however, should 
depend on the sensitivity of 
the information related to the 
website and the risk of account 
takeover to the user.

• Is the browser autocomplete 
function (set by client pro-
grammers) enabled, causing 
automatic completion of user 
name/password?
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• Is the input of password 
characters masked so that an 
onlooker may not glimpse 
what is typed?

• If the website provides a login 
and password to a user via 
email, are the two sent in sepa-
rate messages?

Passive Information 
Collection
Cookies and other similar techniques 
(herein referred to simply as “cookies”) 
store data on an end-user’s device that 
can be accessed by the website. They 
are used for such purposes as shopping 
carts, authentication, fraud protection, 
advertising, and analytics. 

It is important to be both aware of 
and in control of the use of cookies. At 
the very least, the facts about cookies in 
the website privacy statement should 
be correct.

Here is how cookies work. When a 
user browses a website, the browser 
looks into its cookie files. If it has any 
cookies for the website being visited, 

the browser passes them with the page 
request being made. The website reads 
user cookies, which may influence the 
website’s actions – perhaps sets new 
cookies or makes changes to the contents 
and other variables of the existing cook-
ies, and delivers the requested page.

An important component of your 
website review is the creation of a 
cookie inventory. Once compiled, you 
should meet with a client IT represen-
tative to review your inventory and 
validate whether each cookie is war-
ranted under the circumstances, and 
whether they are adequately account-
ed for in the privacy statement. The 
main objective of a cookie inventory is 
to account for the use of first-party and 
third-party cookies associated with 
a website. Inventories can be made 
through a combination of interviews, 
inspection, and automation.

•	Interviews. It is helpful to devel-
op the understanding of the web-
site both through direct use and 
through talks with the develop-
ers and business owners of the 
various components. These inter-

views may assist in determining 
the scope of the inventory, and 
also in accounting for closely-relat-
ed websites and third parties that 
are seamlessly associated with the 
website. Different parts of your 
organization may have purview 
over different parts of the website. 
To cover the website fully, you may 
need to work with technology, 
marketing, sales, corporate com-
munications, investor relations, 
and even human resources – such 
as for career information.

•	Inspection. Again, it is important 
to inspect the website through 
one or more browsers or devices 
(such as mobile devices), collecting 
information about the cookies and 
related techniques that are used. 
By encountering the website as a 
normal user would, the inventory 
process can ensure that relevant 
cookies and objects are discovered.

•	Automation. For large websites, it 
is unreasonable to think that you 
would encounter enough of the 
website in a reasonable amount of 
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time. A website with tens or hun-
dreds of thousands of pages would 
require an immense amount of 
staff time to inventory by hand. 
Website crawlers and spiders may 
be used to expand the reach of the 
inventory.

Third Parties
Your analysis of the website should 
result in a list of third parties that act as 
service providers or may recompense 
your client as a result of website inter-
action. Many clients use third parties to 
manage various aspects of their online 
presence, including website analytics, 
hosting, payment processing, surveys, 
and email services, to mention a few. It 
is critical that you obtain a clear under-
standing of the data flow between 
your client and the various third par-
ties, and ensure that such sharing is 
accounted for in the privacy statement. 
It is likewise important to review the 
agreements in place between your cli-
ent and the third parties with whom 
user information is shared. These con-
tracts, from master service agreements 
to click-through online terms of ser-
vice, should contain adequate terms 
requiring the third parties to protect, 
use, and disclose personal informa-
tion appropriately. See Maryland Code, 
Commercial Law Article § 14-3503.

The Improvement Plan
So, the client has paid you for your 
hours of analyzing their website, meet-
ing with department heads and review-
ing the privacy statement and other cor-
porate documents. The tangible deliv-
erable is the improvement plan. This 
document should include a narrative 
of the steps you took to produce it and 
the legal basis for your recommenda-
tions. See Maryland Code, Commercial 

Law Article §§ 14-3501-3508; 42 U.S.C. 
§§ 1320 et seq.; 15 U.S.C. §§ 6501–6506; 
15 U.S.C. §§ 6801–6809; 45 CFR Parts 
160 and 164; Directive 95/46/EC of 
the European Parliament and of the 
Council of 24 October 1995 on the 
protection of individuals with regard 
to the processing of personal data and 
on the free movement of such data. 
The meat of the improvement plan 
can take the form of a list of topics, 
observations, actual or representative 
URLs, suggested improvement, and 
priority or timeline. It may be helpful 
to prioritize it by risk. Risks may be 
to the business, both reputational and 
financial, and also to the individual 
whose information is being used. The 
plan may also be organized according 
to the time remediation may take.

Conclusions
Lawyers can assist their clients in 
navigating the complex state and 

national privacy laws and regula-
tions, and even the increasingly estab-
lished social norms and expectations 
for website privacy. Government 
authorities apply their laws to web-
sites serving their residents, even if 
the website is not “located” in their 
state or country. See California Civil 
Code §§ 1798.25-1798.29; generally 
http://www.ncsl.org/issues-research.
aspx?tabs=951,71,539. Therefore, it is 
important to build an understanding 
of common regulations across the US 
and internationally. Your understand-
ing of applicable laws and regulations, 
and interaction with the website and 
the business managers who build and 
operate the website, will enable you to 
better serve your client.

Mr. Cochran is a solo practitioner located 
in Baltimore. He is a Certified Information 
Privacy Professional who also handles crim-
inal defense and general civil litigation.
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Lawyers are a tough audience. 
We can be very demanding. 
Yet, every year, thousands of 

us – this year more than 24,000 – sit 
down and decide to contribute our 
hard-earned money to the Maryland 
State Bar Association (MSBA). We 
also volunteer for unpaid jobs on our 
Committees and Sections. And, for a 
few days, we all put the business of 
law aside and gather here, in meetings 
such as this.

We wouldn’t do these things if the 
Association wasn’t giving us some-
thing of value. So why is MSBA mem-
bership so valuable?

I’ll suggest that one of the reasons 
the MSBA is so appealing is our spe-
cial and somewhat unique relation-
ship that we have with our Judiciary. 
When you serve as an officer in the 
MSBA, you travel all over the country 
and meet other Associations. You see 
how they succeed and, sometimes, 
how they don’t. You hear about their 
issues and problems. As I have done 
that recently, it has become pretty clear 
to me that many, if not most, State Bar 
Associations are at odds with their 
Bench. Indeed, they are more often 
adversarial than supportive.

The exact opposite is true here in 
Maryland. We have fully embraced 
[the idea] that the Bar needs the Bench 
and the Bench needs the Bar. 

But this special relationship hasn’t 
been the result of simple good for-
tune or luck. You’ve heard the Thomas 

Jefferson quote about luck: “I am a great 
believer in luck, and I find the harder I 
work, the more I have of it.” Lawyers 
and judges are partners in everything 
we do – maybe junior and senior part-
ners, but partners, nonetheless.

The phrase “Officer of the Court” 
is a responsibility, not a platitude, and 
it reminds us that our core values are 
not billable hours or win-at-all-cost, 
but, instead, equal justice, profession-
alism, and the rule of law. I don’t 
believe this is just a fleeting idea . . . it 
has been an enduring theme that has 
flourished over many years. And it is 
something that all of us need to pro-
mote and protect in the future.

But before we run into the future, 
let’s make sure we preserve our past. 
Let’s make sure that this unique 
but fragile relationship continues to 
grow. We invite Chief Judge Mary 
Ellen Barbera, Court of Appeals of 
Maryland, to help us continue this 
tradition. Come to our meetings. 
Encourage all of our Judges to get 
engaged in the MSBA. And if you 
need help, in Annapolis or anywhere, 
just ask. We value an independent 
Judiciary as much as you do.

In turn, we ask only that you listen to 
our concerns and include us in your con-
versations. Issues like Professionalism, 
Pro Bono, and Continuing Legal 
Education impact us all.

Nobel Laureate Albert Gore, when 
he accepted his Nobel Peace Prize, 
quoted a fairly obscure African prov-

A Mid-Year Look Forward at Your MSBA

GoinG Far,Going Together

By Michael J. Baxter

Editor’s Note: Mr. Baxter delivered 
the following excerpted message upon 
assuming the office of President of the 
Maryland State Bar Association on 
June 15, 2013.
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erb, which makes my point better than 
I can: “If you want to go quickly, go 
alone. If you want to go far, go togeth-
er.” On behalf of the Maryland State 
Bar Association, my request is that we 
continue going together and far.

The Future
The MSBA exists to help Maryland 
lawyers – to lift them up, to make the 
practice a little better, more satisfying, 
and more enjoyable. Indeed, the MSBA 
has a Mission Statement, and the very 
first part of that Statement is that the 
Maryland State Bar Association shall 
“effectively represent Maryland’s law-
yers.” That Mission is not just for our 
individual benefit. It is not about filling 
our coffers. If we can make the practice 
of law more rewarding, satisfying, and 
meaningful for Maryland’s lawyers, 
each of us will be more willing and bet-
ter able to tackle bigger issues.

If lawyers are less worried about 
the business of law, we can focus 
more on the profession of law. [MSBA 
should] make the practice of law a 
little easier for Maryland lawyers, to 
lift them up, so we all can focus on our 
bigger professional responsibilities – 
responsibilities like equal justice and 
the rule of law, things that caused us 
to want to be lawyers in the first place. 

law School Graduates
The combination of fewer jobs and 
more debt is creating a major hurdle 
for our current law school graduates, 
the next generation of Maryland law-
yers. I graduated from law school in 
1980. I was what is generally referred 
to as “an undistinguished student”. 
I was solidly in the top 60 percent of 
my class. But when I graduated, I had 
little trouble finding a job. And I had 
virtually no debt.

Well, those days are gone, maybe 
forever.

New law graduates today are strug-
gling to establish themselves. Those 
that do get jobs carry unbelievable 
debt. These conditions do not bode 
well for a profession that prides itself 
in the pursuit of noble traditions like 
community service and volunteer-
ism. Ask yourself: where will the next 
generation of [MSBA Past President] 
Herbert S. Gartens and [former Chief 
Judge] Robert M. Bells come from, if 
something doesn’t change?

I believe it is the MSBA’s responsi-
bility to help our newest lawyers.  The 
problem is complex; it is political; it 
has a lot of different stakeholders. But, 
to paraphrase a famous saying, “The 
danger is not setting your aim too high 
and falling short; it’s setting it too low 
and achieving it.” Therefore, MSBA’s 
new Special Committee on Law School 
Graduates – which includes the Deans 
of both the University of Maryland 
Francis King Carey School of Law and 
the University of Baltimore School of 
Law – will study the problem as well 
as possible solutions.

Technology
All lawyers need the best and newest 
technology to be competitive in the 
modern practice of law. Effective use 
of technology provides a competitive 
opportunity to all lawyers – solo, small 
firm and large firm – and we want all 
Maryland lawyers to have that edge. 
MSBA’s new Standing Committee on 
Technology will guide the Association 
in providing easy advice and products 
to all our members.

The Technology Committee will 
move the MSBA forward in serving 
our members electronically. A new 
website will be up and running by 
June 2014. The Technology Committee 

will make sure that the needs of our 
Sections and our Committees and 
members are addressed in the new 
site, and that it is completed on sched-
ule. The Committee will also move us 
forward in adding videoconferencing 
at the Bar Headquarters to our exist-
ing statewide network, so we can 
reach out to all our members, not just 
those of us in Baltimore and Bethesda.

Continuing legal Education
Finally, the Maryland State Bar 
Association is the premier provid-
er of continuing legal education 
in this state. That role was thrust 
upon us with the 2010 demise of the 
Maryland Institute of the Continuing 
Professional Education of Lawyers 
(MICPEL), and we have seized the 
opportunity.  

General George Patton said that 
success is measured by how high you 
bounce when you hit bottom, and 
by all accounts, we have bounced 
quite well. Through our Standing 
Committee on Continuing Legal 
Education, the MSBA is now provid-
ing more quality programs with the 
newest technology at a fraction of the 
previous expense.

But, with the Standing Committee’s 
guidance, we need to move to the next 
level. We need to develop new deliv-
ery models. We need to compete with 
national CLE providers. And we need 
to engage in new types of marketing.

 

Conclusion
It’s a privilege and an honor and a 
lifetime opportunity to be President 
of the Maryland State Bar Association. 
Let me thank all of you for giving me 
this opportunity to try to make the 
practice of law for Maryland lawyers, 
and their clients, just a little bit better.



50        Maryland Bar Journal           January 2014

You have requested an opinion 
from this Committee concern-
ing your firm’s intention to hire 
a social worker to work for your 
office as a “case specialist”. You 
have advised the Committee that 
this mental health professional 
would assist CINA attorneys by 
interviewing clients and children, 
observing visits betweens parents 
and children, providing opinions 
in the field of mental health issues, 
and testifying in court. You seek an 
opinion about whether the attor-
ney-client privilege under 1.6 of 
the Rules of Professional Conduct 
would extend to a nonlawyer 
employee such as a social worker, 
who would otherwise be a manda-
tory reporter of suspected child 
abuse and neglect pursuant to Md. 
Code Ann., Family Law §5-704 (“FL 
§5-704”). In essence, you seek an 
opinion as to whether such a non-
lawyer employee would be exempt 
from the reporting requirements of 
FL §5-704, by virtue of his or her 
employment with your law firm.

The Ethics Committee may only 
provide opinions about whether a 
practice is ethical and may not pro-
vide legal opinions. Whether the 
attorney-client confidentiality pro-
tections of Rule 1.6 would extend to 
a social worker employed by your 
firm and would supersede the social 

worker ’s duties pursuant to FL 
§5-704 is a legal issue that could only 
be determined by a court of law.

However, the following may assist 
you in your analysis of the issue. FL 
§5-504(a) provides:

Notwithstanding	 any	 other	 pro-
vision	 of	 law, including any law 
on privileged communications, each 
health practitioner, police officer, 
educator, or human service worker, 
acting in a professional capacity in 
this State:

(1)(i) who has reason to believe 
that a child has been subjected 
to abuse, shall notify the local 
department or the appropriate 
law enforcement agency; or

(ii) who has reason to believe 
that a child has been subjected 
to neglect, shall notify the local 
department (emphasis supplied). 
Comment 17 to Rule 1.6 provides:

Other law may require that a law-
yer disclose information about a cli-
ent. Whether such a law supersedes 
Rule 1.6 is a question of law beyond 
the scope of these rules. When dis-
closure of information relating to 
the representation appears to be 
required by other law, the lawyer 
must discuss the matter with the cli-
ent to the extent required by Rule 1.4. 

If however, the other law supersedes 
this Rule and requires disclosure, 
paragraph (b)(6) permits the lawyer 
to make such disclosures as are nec-
essary to comply with the law.

Based on these provisions, the 
attorney-client confidentiality pro-
tections set forth in Rule 1.6 may not 
supersede a social worker’s statuto-
ry duty. In addition, the Committee 
is concerned with your stated inten-
tion of having an employee of your 
firm testify because doing so may 
implicate attorney-client confiden-
tiality issues and may be deemed a 
waiver of the attorney-client privi-
lege. Finally, you should also be 
cognizant of your obligations under 
Rule 5.3, regarding nonlawyer assis-
tants. Among other things, Rule 5.3 
makes you responsible for assur-
ing that the social worker’s conduct 
is compatible with the professional 
obligations of the lawyer.

REFERENCES:
• Rule 1.6, Rules of Professional 

Conduct
• Rule 5.3, Rules of Professional 

Conduct
• Md. Code Ann., Family Law, Sec. 

5-704

Confidentiality Issues of Employing Mental Health Workers 
Who May Have a Duty to Report
ETHICS	DOCKET	2010-01
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Are You E-Competent?

The legal world is riddled with blogs, 
articles, advertisements, and seminars 
that deal with what an attorney should 
do to protect client information or other 
confidential firm information. Perhaps 
rightfully so; the practice of law is much 
different today than it was even a few 
years ago. Everyone has a cell phone. 
Exchanging discovery, pleadings and 
motions electronically has become an 
expectation rather than a courtesy. 
Judges are more frequently accepting 
emailed documents (not in lieu of phys-
ical filings, however). Transcripts are 
e-transcripts and dictation software is 
integrating itself into depositions and 
court recordings. Information is stored 
electronically on third-party servers and 
can be accessed all over the world, 
with unlimited capacity. The term “vir-
tual office” continues to have a new 
meaning. Law offices are going “paper-
less” (including the Attorney Grievance 
Commission, in November 2013). So 
naturally attorneys, and malpractice 
carriers, are ramping up safeguards 
(and investing large amounts) in order 
to prevent the nearly inevitable disaster. 
But ask yourself or your colleague this 
question: specifically how are you or 
your firm at risk of a “cyber attack?” 
Once you parse through the legal puff-
ery, the answer most likely is “I’m not 
really sure.”

The truth of the matter is that many 
attorneys really have no idea how “at 
risk” they actually are. Consequently, 
some attorneys may be inclined to dis-

regard warnings about data security, 
believing they have done enough, or 
simply that if they don’t engage in cer-
tain behaviors (like texting their client, 
blogging, or advertising on Facebook), 
they can avoid cyber threats and infor-
mation breaches. Perhaps they are in a 
situation where someone else takes care 
of data security, and thus, they believe 
that they are not at risk. This type of 
conventional wisdom used to be appro-
priate, and it used to be enough.

Rule 1.1 of the Maryland Lawyers’ 
Rules of Professional Conduct 
(“MLRPC”) states: 

A lawyer shall provide competent 
representation to a client. Competent 
representation requires the legal 
knowledge, skill, thoroughness and 
preparation reasonably necessary for 
the representation.

Comment 6 to Rule 1.1, entitled 
“Maintaining competence” states:

To maintain the requisite knowl-
edge and skill, a lawyer should keep 
abreast of changes in the law and its 
practice, engage in continuing study 
and education and comply with all 
continuing legal education require-
ments to which the lawyer is subject.

Lawyers are obligated to keep up 
to date on changes in the practice 
of law. “Technology has transformed 
the legal practice and attorneys must 

stay abreast of technological devel-
opments if they are to satisfy their 
ethical obligation to provide com-
petent representation.” Competent 
Representation: Ethics and Technology in 
the Practice of Law, Cara E. Greene, 
Esq., “Do Lawyers Have An Ethical 
Duty To Understand Technology?” 
American Bar Association Section of 
Labor & Employment Law, National 
Symposium on Technology and 
Labor and Employment Law, April 
21-23, 2013, available at http://www.
americanbar.org/content/dam/
aba/events /labor_law/2013/04/
aba_national_symposiumontechnolo-
gyinlaboremploymentlaw/16_greene.
authcheckdam.pdf. “The American 
Bar Association recently amended the 
Model Rules of Professional Conduct 
to account for changes in technology, 
concluding that ‘competent lawyers 
must have some awareness of basic 
features of technology’ and amend-
ing Comment 6 of Model Rule 1.1 
to clarify that minimum competence 
requires that attorneys keep abreast 
of changes in the law and practice, 
including ‘the benefits and risks 
associated with technology.’” Id. (cit-
ing Am. Bar Ass’n Comm’n August 
2012 Amendments to ABA Model 
Rules of Professional Conduct, avail-
able at http://www.americanbar.org/
content/dam/aba/administrative/ 
ethics_2020/20120808_house_action_
compilation_redline_105a-f.authcheck-
dam.pdf).
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But say the extent of your cloud 
computing is limited to the free 5GB 
that Apple gives you. Are you required 
to learn more about the cloud? (Do 
you even understand how your 5GB 
works?) If your law practice isn’t push-
ing towards the 22nd century, are you 
required to keep yourself abreast of 
technology you believe that you will 
never conceivably use? Absolutely.

Perhaps the best example in support 
of continuing to learn about new tech-
nology in the law practice, aside from 
the obvious benefits such technology 
provides to the practice, is in your pock-
et right now – your cell phone. What 
was once an extension of the telephone 
has transformed into a replacement of 
the personal computer (camera, scanner, 
telephone, media player). According 
to Pew Research Center’s Internet & 
American Life Project, of the 91 per-
cent of the American adult population 

that owns a cell phone, 56 percent use 
smart phones. Smartphone Ownership, 
Aaron Smith. June 5, 2013. http://
www.pewinternet.org /Reports/2013/
Smartphone-Ownership-2013.aspx. 
This number is up 10 percent from 
February 2012 and 21 percent from 
May 2011. See http://www.pewinter-
net.org/Reports/2013/Smartphone-
Ownership-2013/Findings.aspx. Smart 
phones are becoming the only cell 
phones available on the market, and as 
they become easier to use, more attor-
neys will find themselves integrating 
these devices into their everyday law 
practice.

But given the capabilities of these 
phones, and the data they are able to 
retain and transmit, there are inherent 
dangers that attorneys should under-
stand and continue to learn about. The 
risks for cell phone hacking, for exam-
ple, are higher than ever. An Android 

can easily be hacked if the user is con-
nected to a public Internet connection – 
allowing all the data to be accessed. Keep 
Your Smartphone Data Secure. The Rules 
of Professional Conduct Require Lawyers 
to Protect Client Information, Daniel J. 
Siegel, The Philadelphia Bar Association, 
Fall 2011, available at http://www.
philadelphiabar.org/WebObjects/
P B A R e a d O n l y. w o a / C o n t e n t s / 
WebServerResources/CMSResources/
Tech_TPL.fall11.pdf. Cell phone hack-
ers are able to inject malicious code into 
legitimate Android mobile applications 
and turn smart phones into spyphones 
with little effort. DroidWhisper: How to 
make an Android spy phone, Tim Greene, 
Network World, August 02, 2013, avail-
able at http://www.networkworld.
com/news/2013/ 080213--droidwhis-
per-how-to-make-272488.html. The sce-
nario was demonstrated at the hacker 
conference Black Hat, and in one real-
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life incident, an unnamed company 
executive unwittingly became a conduit 
to short-sellers who were listening in on 
a board meeting he attended. Tools To 
Hack Android Phones Are Getting Easier To 
Use, Parmy Olson, Forbes.com, August 
8, 2013, available at http://www.forbes.
com/sites/parmyolson/2013/08/08/
tools-to-hack-android-phones-are-get-
ting-easier-to-use/. The hackers set up a 
false, rogue cell tower in the near vicin-
ity, and surreptitiously turned on his 
device’s mic once the company meet-
ing was underway. Not long after, an 
organization shorted the stock of his 
firm and netted themselves $30 mil-
lion. Id. According to Security research 
firm Symantec, it’s becoming easier to 
take control of certain Android device 
features, like the mic or camera, with 
free online tools that are becoming 
more user-friendly. Id.

At the USA Black Hat conference, 
in July 2013, three Georgia Tech hack-
ers revealed how to hack iPhones and 
iPads with malware imitating ordinary 
apps in less than 60 seconds using a 
“malicious charger.” Researchers reveal 
how to hack an iPhone in 60 seconds, 
Violet Blue, Zdnet.com, July 31, 2013, 
available at http://www.zdnet.com/
researchers-reveal-how-to-hack-an-
iphone-in-60-seconds-7000018822/. 
“[The virus is] capable of taking screen-
shots, simulating button touches, and 
sending data to a remote server.” Fake 
Apple Charger Can Hack Your iPhone, 
J.T. Quigley, The Diplomat, August 
2, 2013, available at http://thediplo-
mat.com/tech-biz/2013/08/02/fake-
apple-charger-can-hack-your-iphone/. 
“As far as real-world applications are 
concerned, the bugged chargers could 
allow criminals to take screen shots 
of login and payment information – 
including passwords and credit card 
numbers. Access to email and text 
messages would compromise a user’s 

privacy, and location-tracking tools 
would make a potential target easy to 
find.” Id. (Apple has since addressed 
this problem in its latest iOS update, 
claiming that it has eliminated the abil-
ity for hackers to execute this hack.) 

The implications are obvious. For 
lawyers, the danger smartphones raise 
is primarily the relative ease with which 
data can be stolen. Keep Your Smartphone 
Data Secure. The Rules of Professional 
Conduct Require Lawyers to Protect 
Client Information, Daniel J. Siegel, The 
Philadelphia Bar Association, Fall 2011, 
available at http://www.philadelphia-
bar.org /WebObjects/PBAReadOnly.
woa/Contents/WebServerResources/
CMSResources/Tech_TPL.fall11.pdf. 
Information concerning confidential cli-
ent communications is clearly at risk. 
Access to emails and email passwords, 
which could give a hacker access to cli-
ent information in the attorney’s email 
account, would be compromised. If the 
attorney logs onto the firm’s escrow 

account from the smart phone, that 
account information would also be 
available. Due to the smart phone’s 
integration into a person’s every day 
life, the possibilities and the extent of 
potential damage are virtually endless.

But the concerns don’t just end with 
cell phones, unfortunately. Attorneys 
in Maryland have been well informed 
of the dangers of exposing confidential 
client information in their electronic 
databases. But many of those dangers 
are those of breaches of client confi-
dentiality that invoke waivers of the 
attorney-client privilege, or exposes cli-
ent financial data, firm financial data, 
etc. Stealing the information is only one 
possibility, and hackers are coming up 
with other ways to wreak havoc on law 
firms across the country. 

Consider this: How would you feel 
if tomorrow, your firm could no lon-
ger access any of its stored electronic 
data? What if a hacker is able to infil-
trate your firm’s electronic data storage 

continued on next page
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system and encrypt that data for the 
purpose of extorting money from the 
firm for the return of the use of this 
information? “Trojans that encrypt user 
files and try to extort a ransom from 
the victim in exchange for a decryptor 
utility are nothing new: in fact, they 
have been around for several years.” 
Filecoder: Holding your data to ransom, 
Robert Lipovsky, welivesecurity.com, 
September 23, 2013, http://www.weli-
vesecurity.com/2013/09/23/filecoder-
holding-your-data-to-ransom/. 

One recent variant puts the victims 
under pressure by displaying a count-
down timer indicating that the encryp-
tion key will be permanently deleted, 
making the recovery of the encrypted 
files nearly impossible. ESET Reports 
Major Increase of Dangerous Filecoders - 
Trojans Extorting Ransom After Encrypting 
Data, Press Center, Eset.com, September 
24, 2013, available at http://www.eset.
com/int/about/press/articles/article/
eset-reports-major-increase-of-danger-
ous-filecoders-trojans-extorting-ran-
som-after-encrypting-data/. To infect 

the computer, cybercriminals are using 
various infiltration methods: drive-by 
downloads from malware-laden web-
sites; e-mail attachments, installation 
through another Trojan or Backdoor, or 
even manual installation by the attacker. 
Id. See also Hackers having a heyday with cli-
ent data, David Bertola, bizjournals.com, 
January 25, 2013, available at http://
www.bizjournals.com /buffalo/print-
edition/2013/01/25/hackers-having-a-
heyday-with-client-data.html?page=all 
(Discussing a Buffalo firm that had its 
data breached and encrypted. Company 
officials learned of this when a mes-
sage appeared on computer screens that 
alerted them – in Russian – that all their 
data had been encrypted. The Russian 
message told the Buffalo firm that for 
about $3,500, the data could be decrypt-
ed and accessed again…The local firm 
decided to pay the extortion fee. Then 
it contacted Digits, LLC to determine 
whether client data had been down-
loaded or copied. When Digits staff 
couldn’t determine that, the firm was 
required by law to notify clients about 
what had happened).

Attorneys should recognize that 
this type of breach could happen to 
anyone. “Neither the size of the firm 
nor the sophistication of the client base 
matters.” Hacked: What to do if your 
office computers are breached, Correy E. 
Stephenson, Virginia Lawyers Weekly, 
May 20, 2013, available at http://www.
gentrylocke.com/files/8790_VLW-
2013_Office-computers-hacked.pdf. 
“Family law attorneys have detailed 
information about clients’ assets while 
personal injury attorneys may have 
treasure troves of data, including Social 
Security numbers and credit card infor-
mation.” Id. “Law firms representing 
corporations may be an easier target 
than the company itself for data-seeking 
hackers.” Id.

The solution for attorneys, ethi-

cally speaking, is to take reasonable 
measures to educate themselves, and 
non-attorney employees of their firms, 
of the potential for a cyber security 
breach. A lawyer must act competently 
to safeguard information relating to 
the representation of a client against 
inadvertent or unauthorized disclo-
sure by the lawyer or other persons 
who are participating in the represen-
tation of the client or who are subject 
to the lawyers’ supervision. Rule 1.6, 
Comment 19, Acting Competently to 
Preserve Confidentiality. A lawyer, and a 
law firm, can and must take numerous 
steps to protect firm-client informa-
tion, and those steps must be reevalu-
ated and revised frequently. See Keep 
Your Smartphone Data Secure, supra. 
(Discussing reasonable precautions a 
lawyer must take to protect data). 

The requirement for lawyers is rea-
sonable security, not absolute security. 
Cybersecurity for Attorneys: Understanding 
the Ethical Obligations, David G. Ries, 
American Bar Association, Special 
Edition: Disaster Law – Preparing 
Law Firms and Clients for Issues in 
Cyberspace March 2012, available at 
http://www.americanbar.org/publi-
cations/law_practice_today_home /
law_practice_today_archive/march12/
cyber-security-for-attorneys-under-
standing-the-ethical-obligations.
html. Security involves balancing and 
trade-offs to determine what risks and 
safeguards are reasonable under the 
circumstances. Id. Determining what 
constitutes “competent and reasonable 
measures” can be difficult, however. 
Id. Therefore, an attorney must be and 
remain competent in this area in order 
to institute effective strategies to protect 
himself or herself from unauthorized 
disclosure of client or firm information.
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